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Course OverviewThis ourse aims to provide the student with the skills required to program inassembly language. The 386 proessor has been hosen beause it is ommonand ommerially relevant. Although this ourse will onentrate on the 386proessor, many of the skills aquired will have wider appliation.The ourse will over the following major topis:� 386 arhiteture{ Instrutions{ Integers{ Register Set{ Memory Organization{ Memory Hierarhy� Flow Charts and Pseudo Code{ High and Low Level Conepts{ Flow Chart Elements{ Pseudo Code Elements{ Top Down Approah{ Doumentation� Basi Operations{ Arithmeti{ Jumps{ Alternation 5



6 Course Overview� Control Strutures{ Pre-Test Loops{ Post-Test Loops{ If-Then{ If-Then-Else{ If-Then-ElseIf-Else{ Swith� Subroutines (introdution){ Call and Return� Addressing Tehniques{ Indexing{ Indiretion{ Pointers� Subroutines (advaned){ Pass by Register{ Pass by Stak{ Pass by Referene{ Pass by Value{ Returning Results{ Stak Frames� Data Strutures{ Vetors{ Arrays{ Reords{ Dope Vetors{ Trees� Blok Strutured Languages{ Sope{ Implementation



7The ourse assumes a familiarity with at least one high level language. Themajority of the examples using high level languages are written in the `C' pro-gramming language. When `C' does not have an appropriate language oneptthen the Pasal language will be used.



8 Course Overview



IntrodutionA knowledge of assembly language programming is useful in many areas of om-puter siene. Key among these areas are program optimization both at the userand ompiler levels, ode generation for ompilers, and interfaing hardware.A proessor exeutes `mahine ode'. Assembly language has a one-to-onemapping between its instrutions and mahine ode instrutions.Although it is likely that many students will not be writing ompilers or deviedrivers, all programmers should have an interest in the eÆieny of the ode theywrite. An understanding of the low level implementation of the ode written ina high level language assists the design of programs in high level languages whenspeed is required.With the improvement of ompiler tehnology it is no longer neessary towrite routines in assembly language to obtain good performane. However, it isstill possible to replae ritial routines in a program with arefully onstrutedassembly language programs to give peak performane. Typially these assemblylanguage routines will reet some additional knowledge about the problem thatannot be made available to the ompiler.

9
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Chapter 1Proessor ArhitetureThe Intel 386 and 486 proessors are losely related. The 486 inludes an internalahe, a few additional instrutions, and a oating point unit. The di�erenesbetween the proessors mainly onern the systems programmer as the mostsigni�ant di�erenes relate to ahe management and bus loking.1.1 InstrutionsAssembler instrution sets may be divided into ategories by varying riteria.Typially the divisions are based on the type of operation, privilege levels, andthe type of arguments.Some of the types of operations are:Flow of Control Instrutions that may ause a hange in the order of exeutionof instrutions in a program. For example: Jumps, Conditional Jumps, andSubroutine CallsInteger Instrutions whih manipulate integers. For example: arithmeti in-strutions and logial instrutions on integers.Floating Point Instrutions that manipulate oating point values. For exam-ple: arithmeti instrutions and logial instrutions on oats.Input Output Instrutions that manipulate the IO address spae.String Operate on variable length vetors of similar items. For example: Mem-ory Copying, and String Compares.11



12 CHAPTER 1. PROCESSOR ARCHITECTUREDivided by privilege:Non-Privileged: Non-Privileged instrutions may be exeuted by any proess.Typially this group of instrutions inlude arithmeti, logial, and mostow of ontrol instrutions.Privileged: Privileged instrutions must be exeuted by proesses running atan appropriate privilege level and may inlude input output instrutions,instrutions whih alter the privilege level, and instrutions related to ex-ternal events (eg. interrupts).Using argument types:Memory to Memory: Operations whih take an argument frommemory, trans-form it, and reord the result in memory.Memory to Register: Operations whih take an argument frommemory, trans-form it, and reord the result in a proessor register.Register to Memory: Operations whih take an argument from a proessorregister, transform it, and reord the result in memory.Register to Register: Operations whih take an argument from a proessorregister, transform it, and reord the result in a proessor register.and in a segmented arhiteture:Single Segment: For arithmeti or logial instrutions: Instrutions whih takedata from one segment, and transform it. The result may either be left in aregister or the result may be written into the same segment as the soure.For instrutions whih ontrol the order of exeution of a program: Instrutionswhih may ause ontrol to be transferred to ode in the same segment.Multi Segment: Instrutions that either transfer data between segments, ormay ause ode to be exeuted in another segment.The 386/486 has a segmented arhiteture whih supports the majority ofthe lasses of instrutions desribed above. A key feature of the arhiteture ofthe 386/486 is that, exept for string instrutions, the 386/486 does not supportmemory to memory operations. This implies that moving data from oneloation to another typially involves a memory to register move followed by aregister to memory move. Although this may seem to be ineÆient, but it anbe easily shown that there are few oasions where the optimal oding of analgorithm inludes memory to memory operations. Typially the result of anoperation is used in the next phase of the program, in addition to being storedin memory. By retaining the result in a register the result is readily available forsubsequent operations.



1.2. INTEGERS 131.2 IntegersThe 386/486 supports 3 sizes of integers: 8 bits, 16 bits and 32 bits. The GNUAs assembler de�nes the sizes as byte (8 bits), word or short (16 bit), and int orlong (32 bit).The 386/486 uses a little endian enoding of its integers. In a little endiansystem the low order byte is stored at the low address in memory. A big endiansystem stores the high order bits at the low address. (�gure 1.1)The hexadeimal number 5A4B3C2Dmay be represented in a omputer's memoryin two ways:Little Endian: m+ 3 m+ 2 m+ 1 m5A 4B 3C 2DBig Endian: m + 3 m + 2 m+ 1 m2D 3C 4B 5AFigure 1.1: Big and Little Endian NumbersThe size of the operand of an instrution is determined by appending eithera `b' (8 bit), `w' (16 bit), or an `l' (32 bit) to the mnemoni.The GNU As assembler uses the onventions of the `C' programming languageto represent numbers. Hexadeimal numbers are prefaed by 0x, otal values by0 and deimals begin with any digit other than zero.1.3 RegistersThe 386/486 is unusual among the urrent generation of miroproessors as itis not a general register proessor. Spei� registers on the 486 are dediatedto performing spei� funtions. This is unusual as it inreases the diÆulty inoptimizing ode, often requiring that information be shu�ed between registersor out to memory before performing an operation.The term `general register' has several meanings. When this term is appliedto the 386/486 it is taken to mean one of the set of registers %eax, %ebx, %ex,and %edx. In wider usage `general register' implies that the proessor does nothave registers tied to spei� funtions. However, the registers on a 386/486 areassigned spei� funtions for given operations, implying that the 386/486 is nota `general register proessor'.



14 CHAPTER 1. PROCESSOR ARCHITECTUREThe register set of the 386/486 may be aessed in 8 bit, 16 bit and 32 bitsize units. The names of the major units and an example of deriving the subunitsnames are shown in �gure 1.2.The registers are named aording to funtion. The general registers are %eax,%ebx, %ex, and %edx. They are known respetively as the aumulator, baseregister, ount register and data register. The index registers %esi and %edi areknown as the soure index register and the destination index register. The pointerregisters %ebp and %esp are alled the base pointer and the stak pointer. Thesegment registers %s, %ds, %es, %ss, are known as the ode segment register,the data segment register, the extra segment register, and the stak segmentregister. The two additional segment registers %fs and %gs are not named.Although spei� funtions are assigned to the general registers and the in-dexes for a few funtions, for other operations they may be used interhangeably.In addition to these registers the 386/486 has a ag register. This registerontains a set of bits whih are set aording to hanges in the state of theproessor, and arithmeti operations.The ag register known as eags and the meanings of its bits are illustratedin �gure 1.3.
1.4 Memory OrganizationEah address in the 386/486 onsists of 2 parts: segment and o�set. The segmentomponent of the address is loaded into a segment register, and instrutions eitherexpliitly mention a segment register, or impliitly use a segment register whenaessing memory. The o�set omponent spei�es the distane into the segmentof the memory loation that is to be referened. Figure 1.4 shows the mostgeneral representation of segmentation.A segment is a ontiguous region in memory. Segments may be disjoint oroverlap other segments. In addition a segment may be a subset or superset ofother segments. A segment is de�ned by a base, an extent and a set of rightsthat users of the segment may exerise.For simpliity the examples and exerises given in this ourse will be on-duted in `32 bit at mode'. This is the Intel terminology for a 386/486 proessorwhere all the segment registers have been loaded with desriptors for the om-plete logial address spae of the system. The programmer pereives the memoryas a 4 Gigabyte ontiguous array of bytes. O�sets, relative to any segment, mapto the same loation and value in memory. O�sets, in this mode, are equivalentto the absolute addresses.



1.4. MEMORY ORGANIZATION 15
31 0%eax | {z }%ah | {z }%al| {z }%ax| {z }%eax%ebx%ex%edx%esi | {z }%si| {z }%esi%edi%esp%ebp%s | {z }%s%ds%es%ss%fs%gsFigure 1.2: The 386/486 register set



16 CHAPTER 1. PROCESSOR ARCHITECTURE
31 00 0 0 0 0 0 0 0 0 0 0 0 0 ACVMRF 0 NFIOPLOFDFIF TFSFZF 0 AF 0 PF 1 CFAC Alignment ChekVM Virtual 8086 ModeRF Resume FlagNT Nested Task FlagIOPL I/O Privilege LevelOF Overow FlagDF Diretion FlagIF Interrupt Enable FlagTF Trap FlagSF Sign FlagZF Zero FlagAF Auxiliary Carry FlagPF Parity FlagCF Carry Flag Figure 1.3: The EFLAGS register



1.4. MEMORY ORGANIZATION 17

Segment 1
Segment 2Segment 3

Figure 1.4: Segmentation



18 CHAPTER 1. PROCESSOR ARCHITECTURE1.5 Memory HierarhyFor the appliation programmer using an assembler there exists a two stage mem-ory hierarhy: Registers and Main Memory. Aess to registers is signi�antlyfaster than aess to main memory. However, there are a stritly limited numberof registers available to the programmer. By storing frequently used values inregisters a program's exeution time may be redued signi�antly.



Chapter 2Representation and OrganizationA omputer program is a spei� representation of an algorithm written in aprogramming language. The abstration - algorithm - may be expressed in manyways. Two will be onsidered in this hapter: Flow Charts and Pseudo Code.The balane of the hapter will be devoted to desribing the struture of programsand doumentation.2.1 Representation2.1.1 Flow ChartsThe ow hart is a method of pitorially representing an algorithm. It representsthe `ow of exeution' or the `sequene of operations' in a odi�ed form. Thebasi elements of a ow hart are shown in �gure 2.1. Arrow heads are used torepresent the path through the hart, however, in the absene of arrows, it isassumed that vertial lines are traversed in the downward diretion.In reent years the ow hart has ome to be regarded as a poor method ofrepresenting algorithms. Some of the reasons for this are:� A ow hart an beome too omplex to be easily interpreted.� A ow hart does not learly distinguish between the strutural elementsof a high level language. (do loops, while loops, for loops, and onditionalsare all represented by the same onstrut in a ow hart)� The majority of programmers no longer work in assembler.For the assembly language programmer the majority of these reasons are notvalid. The omplexity of a ow hart an be managed by the person drawingthe ow hart. Problems an be broken down into independent subsetions ofmanageable size, ow harts an be drawn for these parts and a ow hart an bedrawn to show how the subsetions should be exeuted. The majority of assembly19



20 CHAPTER 2. REPRESENTATION AND ORGANIZATION

����

ProessInput/OutputDeisionConnetorFigure 2.1: The elements of a ow hart
languages support only the strutural elements that may be represented easily ina ow hart.

2.1.2 Pseudo Code
Pseudo ode is a form of strutured English used to represent algorithms. Key-words are used with desriptions of ations and onditions to form a representa-tion of an algorithm. Pseudo ode is more eÆient for representing algorithmsthan English alone, as the narrative desription is too verbose, and often ambigu-ous.



2.2. PROGRAM STRUCTURE 21The keywords used in Pseudo Code are typially:� start : : : stop� if : : : then : : : else� repeat : : : until� while : : : doIndentation is used to group operations, and omments are enlosed by `f'and `g'.2.2 Program StrutureAn algorithm in its most abstrat form desribes the steps in performing anoperation without being onerned with the detail of a partiular implementation.This is a high level view of a problem. A low level view onsists of the detailsrequired for a spei� implementation. Assembly language programming onsistsof implementing high level onepts in a low level representation. To assist inthis proess a Top Down Approah may be taken.Assembly language programming requires strit attention to the struturingof programs. If the struture of programs is ignored then maintenane and de-bugging are made more omplex. In addition, the readability of the programode is redued.2.2.1 The Top Down ApproahThe top down approah onsists of breaking a problem up into parts. The partsare broken up into smaller omponents until a suÆiently simple task is found,suh that it an be implemented in a straight forward manner in the appliationlanguage. This approah is also known as Stepwise Re�nement.The advantages of this approah are that it allows the programmer to solvemanageable problems and then onnet these solutions to solve a larger problem.If a fault is disovered in one of the omponents of the solution then only asubset of the omponents of the program needs to be examined and orreted. Inaddition if another programmer needs to modify the existing ode then he/sheneed only understand the abstrat meanings of the lower level modules, so thatthey an give attention to the area requiring modi�ation without requiring fullunderstanding of the details of the omplete program.



22 CHAPTER 2. REPRESENTATION AND ORGANIZATION2.3 DoumentationPrograms are doumented both internally and externally. Internal doumentationonsists of omments in the program ode. A omment desribes the purposeof a piee of ode with relation to the problem, not what the ode does at a lowlevel. For example the omment \adds one to register EAX" is onsiderably lessuseful than the omment \setup to examine next array element" although theyboth desribe the line of ode: addl $1; %eaxThe C ommenting style /* : : : */ is used in GNU as.External doumentation onsists of a desription of how the program worksin abstrat terms (an algorithm), notes about any short omings or limitationsof the program, and details of unusual or in-obvious features of the ode.Both internal and external doumentation are required to fully doument aprogram. In assembly language programming, good doumentation praties arerequired as, often, the struture and meaning of a piee of ode annot be easilydetermined from the ode itself.



Chapter 3Basi OperationsImperative programming languages support several fundamental lasses of opera-tions. This hapter disusses a subset of the operations available on the 386/486divided into four lasses: assignment, arithmeti, jumps and alternation. Thede�nitions of the four lasses are:Assignment - Storing values.Arithmeti - Operations on numbers.Jumps - Causing the exeuting of an instrution other than the instrutionimmediately following the urrent instrution.Alternation - Causing the exeuting of an instrution other than the instrutionimmediately following the urrent instrution based on some ondition.However, before disussing the basi operations, the onepts of values andaddresses are introdued and the syntax for the GNU As assembler for simpleaesses to memory is overed. The onepts of indexing and indiretion will bedealt with in hapter 6.3.1 Basi Memory AessA olorful metaphor used for the memory of a omputer is a bank of pigeonholeswhere letters are plaed for olletion by guests at a hotel. Eah pigeonhole hasa room number on it to uniquely identify it to the lerk at the desk, and it hasspae for only one message.Using this metaphor, the address of a memory loation is the room number.The address is unique in the omputer. The ontents of a memory loation or itsvalue, is the message ontained within the pigeonhole. As only one message an�t at a time, a new message must displae any message that is already there.23



24 CHAPTER 3. BASIC OPERATIONSThe metaphor an be further extended if the lerk is allowed to write, nextto the room number on the pigeonholes a number of names. This is similar tothe onept of labels. Hene Mr Smith an get his message, by saying `I am MrSmith may I have my message please' or `The message for room 101 please'.An example of a short assembly language program:start: movl d1, %eax /* Get the data value */addl d2, %eax /* Add the value of data2 to data1 */addl $2, %eax /* Add 2 to the sum */movl %eax, 100 /* Store the result at loation 100 */jmp exits1:d1: .long 4d2: .long 5This short assembly language program illustrates the onepts of using anddelaring labels, using addresses, and onstants. The label d1 is assigned to a longinteger whih initially ontains the value 4. d2 is assigned to a long integer whihinitially ontains the value 5. The result of the arithmeti operations is plaedat address 100. It is also lear that if the program is run before the ontents ofd1 or d2 are hanged then the result stored at loation 100 will be 11.The delaration of a label under GNU As onsists of a name followed by aolon. Several labels may refer to the one loation. Thus in the above examples1 is a synonym for d1.Labels beginning with an `L' are loal labels and are not visible at link time.In addition there are ten loal symbol names `0' to `9'. These are reusable withina program, and referenes may be made to the nearest forward (`f') or bakward(`b') referene by writing labelf or labelb, respetively.In hand oded assembler, the pratie of using loal symbols and loal labelsis strongly disouraged as it makes assembly ode signigiantly more diÆult toread and debug. Maros are the single exeption to this rule. Loal symbolssimplify the writing of maros by allowing relatively ontext insensitive marosto be written whih ontain loops.In addition to their signi�ant role in maros, loal symbols and loal labelsare typially heavily used in the output of ompilers.Memory is delared and initialized using the assembler diretives .byte, .word,.int, and .long where bytes are 8 bits in length, words 16 bits, and integers andlongs 32 bits in length. The delarations must be followed by a list of numbers,and these numbers are plaed into memory to initialize the memory loations. Ifno numbers follow the delaration then, no spae is reserved by the delaration.The following ode fragment illustrates the reservation of memory and initial-ization of memory loations:



3.2. OPERATIONS 25.long 5 /* reserves 32 bits and plaes 5 in it */.long 5, 7 /* reserves two longs and plaes 5 and 7 in them */.byte 4, 6 /* reserves two bytes and plaes 4 and 6 in them */.long /* reserves no spae */Strings may be stored in memory using the .asii and .asiz assembler dire-tives. These diretives store a series of bytes with the values of the string thatfollows the diretive into memory. The .asiz form appends a byte ontaining azero to the end of the string.The following two lines of ode are examples of the use of the .asii and .asizdiretives..asiz ``A string terminated by a NULL''.asii ``A string not terminated''Immediate onstants are formed by prepending a `$' to a label or a value.This onstrut may be used to get the address of a label, typially before passingthat address to a subroutine. For example:movl $10, %eax /* Copy 10 to EAX */movl $s1, %eax /* Copy the address of label s1 into EAX */A �nal note, GNU As uses the AT&T format for instrutions. This formatplaes the destination in the rightmost operand. The majority of 386/486 assem-blers use the Intel format whih plaes the destination in the leftmost operand.3.2 Operations3.2.1 AssignmentThe fundamental assignment operation provided by the 386/486 is the mov in-strution. This operation opies data from soure to destination without alteringthe soure or the ag registers.The following lines of ode illustrate the syntax of assignment operationsunder GNU As.movl 10, %eax /* Copy ontents of address 10 into EAX */movl $10, %eax /* Put the value 10 into register EAX */movl %ebx, %eax /* Copy the value of EBX to EAX */movb %edx, 10 /* Copy the low byte of EDX to loation 10 */3.2.2 ArithmetiThe 386/486 supports a wide range of arithmeti and bitwise logial operationson integers. The operations inlude: add, bitwise and, divide, integer divide,integer multiply, multiply, negate, bitwise not, bitwise or, rotate, shift, subtratand bitwise exlusive or. The format for these operations is typially: op sr; dst



26 CHAPTER 3. BASIC OPERATIONSwhere the result is alulated by dst = dst op sr. The most notable exeptionto this formating is the integer multiply instrution whih has a three-operandform. A detailed desription of the multiply instrution is found in appendix B.A set of two-operand form examples are below:addl 10, %eax /* Add the ontents of address 10 to EAX */subl $10, %eax /* Subtrat 10 from EAX */xorl %ebx, %eax /* EAX = EAX xor EBX */addb %edx, 10 /* add the low byte of EDX to loation 10 */3.2.3 JumpsThe 386/486 supports a large number of types of jumps and subroutine alls.The �ve forms are de�ned as:Absolute - Jump to a spei�ed loationRelative - Jump to a loation alulated by adding a signed o�set to the addressof the instrution following the jump instrution.Intersegment - Jump to a loation in another segment.Indiret - Jump to a loation given in either a register or a memory loation.Indiret Intersegment - Jump to a loation de�ned by a segment o�set pairgiven in memory loation.In this book we will be developing only single ode segment programs, andthe assembler will treat the jump or all mnemoni as a relative jump, or all ofa suÆiently large magnitude.jmp exit /* Jump to the label exit */all subone /* all the funtion beginning at subone */are examples of the syntax of relative jumps. Jumps to absolute addresses may beformed by pre�xing the address with a `*'. Otherwise, the assembler will hooseprogram ounter relative addressing.3.2.4 AlternationThe 386/486 implements alternation through the use of onditional jumps. Theonditions used to determine whether to jump or not are based on ombinationsof bits in the EFLAGS register. It is neessary for the programmer to ensure thatthe appropriate bits are set in the EFLAGS register before using the onditionaljump instrution to test for the ondition. A typial example would be:mpl $0, %eax /* Set flags in EFLAGS */je zero /* Jump to zero if EAX equals zero */jmp nonzero /* Not zero, jump to nonzero */



3.2. OPERATIONS 27The ompare instrution (mp) performs the subtration EAX � 0. Settingthe required ags in EFLAGS but otherwise not altering any registers. Je teststhe zero ag (zf) in EFLAGS, if the ag is set a jump ours to the label zero.The test and mp operations set ag bits without altering either memoryor general register ontents. Arithmeti and bitwise logial operations alter boththe ag bits and the destination of the operand of the instrution. As theseoperations a�et the EFLAGS register onditional jumps may be used to detetthe results of these operations.The operations mov, jmp and all do not typially a�et ag bits.A notable feature of the arhiteture of the 386/486 is that all onditionaljumps are implemented as relative jumps.



28 CHAPTER 3. BASIC OPERATIONS



Chapter 4
Control Strutures
This hapter will illustrate typial ontrol strutures found in assembly languageprograms. The ontrol strutures shown in this hapter may be nested, but theyshould not be overlapped, when writing strutured programs.

Although there are several methods of implementing the onditional stru-tures, only one method is shown and desribed as an example. Provided only onemethod of implementing onditionals is used within a program, it is possible toonstrut strutured programs whih are easily readable.29



30 CHAPTER 4. CONTROL STRUCTURES4.1 Pre-Test LoopsPre-test loops test that a ondition is satis�ed before entering the body of theloop. This lass of loop is represented by the while : : : do in pseudo ode andthe while loop in C.
Operation

Test
����
����

Example:while z not equal 0 doa = a + az = z - 1
ploop: mpl $0, z /* test if z is zero */je eloopmovl a, %eax /* let a equal a + a */addl %eax, ade z /* subtrat 1 from z */jmp ploopeloop: /* exit the loop */



4.2. POST-TEST LOOPS 314.2 Post-Test LoopsPost-test loops test that a ondition is satis�ed after exeuting the body of theloop. This lass of loop is represented by the repeat : : : until in pseudo odeand the do : : : while loop in C.Operation
����
����
Test

Example:repeata = a + az = z - 1until z equal 0
ploop: movl a, %eax /* let a equal a + a */addl %eax, ade z /* subtrat 1 from z */mpl $0, z /* test if z is zero */je eloopjmp ploopeloop: /* exit the loop */



32 CHAPTER 4. CONTROL STRUCTURES4.3 If-ThenThe If : : : Then onditional may be expressed in assembly language by testingfor the negation of the ondition. If the negation is true then the onsequene -the then lause - is skipped.
Operation
Not Cond
����
����TrueFalse

Example:if z equal 0 thena = 1
mpl $0, z /* test if z is zero */jne ethenmovl $1, a /* let a equal 1 */ethen: /* exit the onditional */



4.4. IF-THEN-ELSE 334.4 If-Then-ElseThe If : : : Then : : : Else onditional is expressed in assembly language as a testfor the ondition: If the ondition is met, then a jump to the `true' ode is made,otherwise the `false' ode is exeuted.
Operation
Cond
����
����TrueFalse Operation

Example:if z equal 0 thena = 1else a = 2
mpl $0, z /* test if z is zero */je thenmovl $2, a /* let a equal 2 */jmp ethenthen: movl $1, a /* let a equal 1 */ethen: /* exit the onditional */



34 CHAPTER 4. CONTROL STRUCTURES4.5 If-Then-ElseIf-ElseThe If : : : Then : : : ElseIf : : : Else onditional is a ombination of the tehniquesfor If : : : Then and If : : : Then : : : Else.
Operation
Not Cond

����

����TrueFalse Not Cond True
OperationFalse Operation

Example:if z equal 0 thena = 1elseif z equal 1 thena = 2else a = 3mpl $0, z /* test if z is zero */jne eif1movl $1, a /* let a equal 1 */jmp eelseeif1: mpl $1, z /* test if z is one */jne elsemovl $2, a /* let a equal 2 */jmp eelseelse: movl $3, a /* let a equal 3 */eelse: /* exit the onditional */



4.6. SWITCH 354.6 SwithThe swith or ase statement may be implemented in two ways: the �rst is touse the If : : : Then : : : ElseIf : : : Else onstrut (see Setion 4.5). The seondmethod is to use a jump table. A vetor of jump addresses is alulated for eahpossible input value, and the input values are used as an index into the table.This tehnique provides quik exeution. This tehnique is similar to that usedfor dope vetors (see Setion 8.4).
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Chapter 5Subroutines - IntrodutionThe subroutine is the primary mehanism used in strutured programming toallow the division of large programs into more managable smaller parts. Thishapter will introdue the onepts of a subroutine, and a `proess' or `system'stak.A subroutine is de�ned as a setion of program ode whih may be invokedwith a set of parameters, perform an ation and whih may return a result.The stak data struture is omprised of a list of elements whih may onlybe aessed from one end. There are two operations de�ned over a stak. The�rst operation is PUSH, this inserts an element at the head of the stak. Theseond operation POP, removes an element from the head of the stak. The`system' or `proess' stak is provided by the operating system, and it is operatedon by proessor operations that use a stak. The operations push and pop areprovided by the 386/486, and operate on the register %esp, also known as thestak pointer.The system stak on the 386/486 grows downwards in memory. Eah timean item is pushed onto the stak the stak pointer is deremented. As items areremoved from the stak the stak pointer is inremented.The 386/486 provides two operations to support subroutines. The �rst opera-tion CALL (all) auses the address of the instrution following the all instru-tion to be pushed onto the system stak, and ontrol to be passed to the addressontained in the operand of the all instrution. The RETURN instrution (ret)pops an address of the stak and transfers ontrol to that address.The intrinsi mehanisms provided by the proessor allow for nested subrou-tine alls. Nested subroutine alls are alls on subroutines from within a sub-routine. The stak provides a history of the return addresses of the subroutinealls.Figure 5.1 ilustrates the basi stak subroutine relationship for the followingprogram assembled into addresses 100010 to 102310.37



38 CHAPTER 5. SUBROUTINES - INTRODUCTION1000 start: all subone1005 jmp exit /* exit the program */1010 subone: all a /* subroutine subone*/1015 all b1020 ret1021 a: ret /* subroutine a */1022 b: ret /* subroutine b */
100510151005102010051005

Proess Stakstartsubone ab
- -� -��

Call Sequene

Figure 5.1: Nested Subroutines and the System Stak



Chapter 6Addressing TehniquesMemory may be referred to by 3 distint methods known as addressing modes:diret, indexed and indiret. These modes may be ombined to form moreomplex addressing mehanisms. This hapter will de�ne the 3 addressing modesand eah mode's availability on the 386/486, and relate the onepts of non-diretaddressing to pointers in high level languages.6.1 Addressing Modes6.1.1 Diret AddressingDiret addressing was introdued in setion 3.1. Diret addressing is the sim-plest mode. Essentially diret addressing returns the value found in the memoryloation spei�ed in the instrution.6.1.2 Indexed AddressingIndexed addressing takes a start address and an o�set, and returns the ontentsof the memory loation with the address resulting from the addition.The 386/486 supports indexed addressing using registers to represent the baseaddress and the index. The AT&T syntax for indexed memory referenes is:segment : disp(base; index; sale)The index index is multiplied by the sale fator sale and summed with thedisplaement disp and the o�set base to give the address of the memory loationrelative to the segment segment. (See �gure 6.1). In addition to the restritionrequiring base and index to be registers, sale is required to have only the values1, 2, 4, 8 or none. 39



40 CHAPTER 6. ADDRESSING TECHNIQUESThe syntax of indexed aess may be expliitly written as:8>>>>>>>>>>><>>>>>>>>>>>:
%s%ds%es%ss%fs%gs

9>>>>>>>>>>>=>>>>>>>>>>>; : 8><>: No Displaement8� Bit Displaement32�Bit Displaement 9>=>; (
8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:

%eax%ebx%ex%edx%esi%edi%ebp%esp
9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; ;

8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; ;8>>>>>><>>>>>>: 1248
9>>>>>>=>>>>>>;)The e�etive address of the memory loation is alulated using the formula:8>>>>>>>><>>>>>>>>:

%s%ds%es%ss%fs%gs
9>>>>>>>>=>>>>>>>>;+8><>: No Displaement8� Bit Displaement32�Bit Displaement 9>=>;+

8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
�%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>;+
8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
�%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; �
8>>>>>><>>>>>>: �1248

9>>>>>>=>>>>>>;If the segment modi�er is not inluded then the instrution uses the defaultsegment. If the displaement is not inluded then a displaement of zero isassumed.Not all arguments of the index syntax are required to be present. Valid formsof the index syntax are:(base; index; sale) Complete form(base; index) Sale defaults to 1(base) Index defaults to 0(; index; sale) Base defaults to 0(; index; ) Base defaults to zero and sale defaults to 16.1.3 Indiret AddressingIndiret addressing onsits of extrating the address of the destination loationfrom the loation named in the instrution. Thus a loation ontains the addressof the loation ontaining the required value.



6.1. ADDRESSING MODES 41
SegmentBaseIndex * SaleDisplaement�

Figure 6.1: Indexed Addressing
Address Memory10001004 2008 !10081012200020042008 45  2012If loation 1004 is aessed indiretly the value returned will be 45 as loation1004 ontains the address of loation 2008 whih ontains the value 45.Figure 6.2: Indiret Addressing



42 CHAPTER 6. ADDRESSING TECHNIQUESThis is ilustrated in �gure 6.2.The 386/486 provides minimal support for indiret addressing. Spei�ally,it is available for mov and jump ommands, however, only moves to and from theregister %eax are supported.Some versions of the GNU As assembler do not orretly support aess viaindiret addressing. Pratial work in this ourse will not use indiret addressing.
6.2 PointersIn a high level language, a pointer is a variable that ontains an identi�er thatallows aess to either a data item or a proedure. Pointers are typially omposedof the address of an objet.The assembly language onept of non-diret aess is similar. The addressof an item is used to refer to the item. This onept an be extended to desribeeah element of an objet as a data item at an o�set from the base of the objet.6.2.1 `C' to Assembler ExamplesSeveral examples of `C' programming onstruts will be presented with trans-lations into assembly language showing how non-diret aess may be used toimplement the onstruts of a high level language, and how indexing onstrutin assembly language may be used.ArraysC int array[10℄;/* ... */array[4℄++;



6.2. POINTERS 43Assemblerarray: .fill 10, 4, 0/* ... */movl $4, %eaxinl array(,%eax,4)The array onsists of 4 byte objets. Ten sets of 4 byte objets initialized tozero are reated by the assembler diretive .�ll. The register %eax is loaded withindex value 4 and the operation is performed after indexing into the array.The following routine performs a similar task exept on harater size objets.To take aount of the size hange it is neessary to alter both the size of thememory operand and the sale fator.C har array[10℄;/* ... */array[4℄++;Assemblerarray: .fill 10, 1, 0/* ... */movl $4, %eaxinb array(,%eax,1)



44 CHAPTER 6. ADDRESSING TECHNIQUESStruturesC strut point{ int x;int y;har olor;};strut point first;/* ... */first.x = 1;first.y = 2;first.olor = 0;
Assembler/* point onsists of 2 * 4 byte fields followed by/* a 1 * 1 byte field */first: .spae 9, 0/* ... *//* get address of struture into a register */movl $first, %eax/* offset of x = 0 */movl $1, 0(%eax)/* offset of y = 4 */movl $2, 4(%eax)/* offset of olor = 8 */movb $0, 8(%eax)



6.2. POINTERS 45Arrays of StruturesC strut atom{ short id;har x;har y;};strut atom loud[1000℄;/* ... */loud[4℄.id = 4;loud[4℄.x = 2;loud[4℄.y = 1;Assembler/* atom onsists of 1 * 2 byte fields followed by/* a 2 * 1 byte field */loud: .fill 1000, 4/* ... *//* get address of struture into a register */movl $loud, %eax/* set up index value */movl $4, %ebx/* offset of id = 0 */movb $4, (%eax,%ebx,4)/* offset of x = 2 */movl $1, 2(%eax,%ebx,4)/* offset of y = 3 */movl $2, 3(%eax,%ebx,4)



46 CHAPTER 6. ADDRESSING TECHNIQUES



Chapter 7Subroutines - Advaned
Chapter 5 introdued the basi onepts of the `system' or `proess' stak, and thesubroutine, these onepts will be expanded upon in this hapter by introduingtehniques for parameter passing, loal variables, and returning results.
7.1 Parameter PassingThe parameters of a subroutine are the values that are passed to a subroutine forit to operate on. There are two basi methods of passing parameters - by stakand by register - whih may be ombined to yield hybrid methods.Parameters may be divided into the two lasses, referene parameters andvalue parameters.This setion will over the de�nition, implementation and harateristis ofpassing methods and parameter types.
7.1.1 Pass by RegisterThis is the simplest form of parameter passing. The information to be passed tothe subroutine is loaded into registers and the subroutine alled.47



48 CHAPTER 7. SUBROUTINES - ADVANCEDmovl $1, %eaxmovl $2, %ebxall trivadd/* ... */trivadd:addl %ebx, %eaxretThe advantage of this form is that it permits the subroutine diret aess tothe parameters in registers. As registers are the fastest form of storage availableto the proessor this permits fast subroutines to be written.Pure register passing is limited in the number and type of values that anbe passed to a subroutine. This limitation is imposed by the number and sizeof available registers. There are additional osts in using register based passing.These result from the need to save values that were previously in registers beforesetting up for a all. Restoring the registers is neessary if the values are to beused after returning from the all.7.1.2 Pass by StakPassing values using the stak permits greater exibility than passing by register.Provided there is suÆient spae on the stak, any type and number of valuesmay be transferred as parameters to a subroutine using stak based passing.Parameters are pushed onto the stak before the subroutine is alled. In-dexed addressing relative to the stak pointer is used to reover the values of theparameters.pushl $1pushl $2all trivaddadd $8, %esp/* ... */trivadd:movl 4(%esp), %ebxmovl 8(%esp), %eaxaddl %ebx, %eaxretThe stak an be represented diagramatially:



7.1. PARAMETER PASSING 49%esp+12%esp+8 1%esp+4 2%esp+0 ret addr  %espParameters passed to a funtion may be of varying sizes. The following pro-gram fragment shows an implementation of a funtion whih takes a long integer,followed by a word-sized integer, followed by another long integer.pushl $1pushw $2pushl $3all oddaddaddl $10, %esp/* ... */oddadd:movzwl 8(%esp), %eaxaddl 4(%esp), %eaxaddl 10(%esp), %eaxretThe stak diagram indiates the o�sets and sizes of the parameters relativeto the value of the stak pointer when the funtion is alled.%esp+14%esp+10 1 4 bytes%esp+8 2 2 bytes%esp+4 3 4 bytes%esp+0 ret addr  %esp 4 bytesIn both the examples given above, the stak pointer was adjusted to pointto the position it held before the parameters were pushed onto the stak. It isimportant to ensure that the stak pointer is pointing to a valid return addresswhen a return is exeuted. Failure to do so will result in either an aess violationor a jump to a loation in memory where there may not be valid ode.Pass by stak has speed penalty in aess to the parameters. The parametersmut be saved on the stak and later aessed by the subroutine. This time penaltyaside, aess by stak, provides a onsistent, exible mehanism for aessingsubroutine parameters.



50 CHAPTER 7. SUBROUTINES - ADVANCED7.1.3 Pass by Value and Pass by RefereneIn the preeeding examples all parameters passed have been passed by value Thatis the value of the parameter is either loaded into a register (for pass by register)or pushed onto the stak (for pass by register). Parameters may also be passedby referene, that is the address of an item may be passed to a funtion, andoperations may be onduted on the item insitu in memory.The `C' programming language only provides passing by value. Programmersin `C' must pass pointers to objets they wish to modify using a subroutine.Pasal provides both pass by value and pass by referene. The following is anexample Pasal ode fragment:proedure addtwo(var result: integer; p1, p2: integer);beginresult := p1 + p2;end;{ ... }addtwo(res, 2, 4);Translated into assembly language:addtwo:movl 4(%esp), %eax /* get p2 */addl 8(%esp), %eax /* add p1 */movl 12(%esp), %edx /* get the address of result */movl %eax, (%edx) /* store the result */ret/* ... */pushl $resultpushl $2pushl $4all addtwoadd $12, %espFor small data items passing by value has the advantage of providing a opy ofthe value to the subroutine whih it may alter without destroying the value usedby the alling routine. If the data item is suÆeintly large, then the onvenienegained is o�set by the overhead of opying the data item.



7.1. PARAMETER PASSING 517.1.4 Returning ResultsThe results of a funtion may be returned by using either a register or by areferene to memory. Returning results by referene is equivalent to passing anadditional pass by referene parameter to a funtion, and using that parameterfor the return value.7.1.5 Loal Variables and Stak FramesA loal variable is a variable that is not visible to the aller of a subroutine but isvisible to the subroutine. Loal variables serve the dual purposes of reduing theamount of global storage spae required for a program and providing a privatestorage area that a subroutine an use. Loal variables are reated when theyare required and persist until the funtion exits. This ensures that the variableonly onsumes spae when the variable is in use. Reursive routines often requirea quantity of storage spae in whih the urrent state is stored. Loal variablesare reated with eah instane of a subroutine, and provide a natural loation inwhih to store intermediate results.Loal variables are reated in assembly language by reserving spae on thestak after the parameters. A `C' program fragment that generates a Fibonaisequene as an example of a reursive program with loal variables is shownbelow.void fib(int a, int b){ int ;printf("%d ", a); = a + b;if ( > 50)return;fib(b, );}/* ... */fib(1,1);



52 CHAPTER 7. SUBROUTINES - ADVANCEDAn assembly language fragment using loal variables reserved on the stakdiretly following the parameters of the funtion:
fib: subl $4, %esp /* reserve spae for  */movl 12(%esp), %eax /* reover the a parameter */all print_num /* all fititious print routine */movl 8(%esp), %ebx /* reover the b parameter */movl %eax, 0(%esp) /* store a in  */addl %ebx, 0(%esp) /* add b */movl 0(%esp), %ex /* move value  into %ex */mpl $50, 0(%esp) /* test against 50 */jge skippushl %ebx /* all fib */pushl %exall fibaddl $8, %esp /* fix the stak pointer */skip:addl $4, %esp /* remove C from stak */ret/* ... */pushl $1 /* fib(1,1) */pushl $1all fibaddl $8, %esp

A Stak frame is a data struture on the system stak, and whih providesa onsistent method for representing subroutines. It allows the easy reation ofloal variables, and permits the use of the stak instrutions push and pop.A stak frame may be reated using either the enter instrution or by pushingthe appropriate values diretly onto the stak. Stak frames are destroyed by theleave instrution.



7.1. PARAMETER PASSING 53The simplest form of the 386/486 stak frame is:0xFFFFFFFF ParametersReturn AddressOld %ebp  %ebpLoal Variables  %espStak ...0x00000000A stak frame uses the base pointer to keep trak of the division betweena funtions parameters and the funtions loal variables. The use of the basepointer also allows the dealloation of the loal variable spae and any stakspae used by a subroutine on exiting the routine.Loal variables may be aessed using negative o�sets from the base pointerand parameters are aessible using positive o�sets. Use of push and pop do nota�et the base pointer, so the o�sets are not a�eted by normal ativity on thestak.The ode that forms a simple stak frame with spae bytes of loal variablesis: pushl %ebpmovl %esp, %ebpsubl $spae, %espThis is equivalent to the ommand enter $spae, $0. The leave instrutionmay be emulated by the ode:movl %ebp, %esppopl %ebpLeave, restores the base pointer to its previous values.



54 CHAPTER 7. SUBROUTINES - ADVANCEDThe example Fibonai program rewritten to use a simple stak frame:
fib: pushl %ebp /* reate stak frame */movl %esp, %ebpsubl $4, %esp /* reserve spae for  */movl 12(%ebp), %eax /* reover the a parameter */all print_num /* all fitiious print routine */movl 8(%ebp), %ebx /* reover the b parameter */movl %eax, -4(%ebp) /* store a in  */addl %ebx, -4(%ebp) /* add b */movl -4(%ebp), %ex /* move value  into %ex */mpl $50, -4(%ebp) /* test against 50 */jge skippushl %ebx /* all fib */pushl %exall fibaddl $8, %esp /* fix the stak pointer */skip:movl %ebp, %esp /* destroy stak frame */popl %ebpret/* ... */pushl $1 /* fib(1,1) */pushl $1all fibaddl $8, %esp



7.1. PARAMETER PASSING 55Using enter and leave:fib: enter $4, $0 /* reserve spae for  */movl 12(%ebp), %eax /* reover the a parameter */all print_num /* all fititious print routine */movl 8(%ebp), %ebx /* reover the b parameter */movl %eax, -4(%ebp) /* store a in  */addl %ebx, -4(%ebp) /* add b */movl -4(%ebp), %ex /* move value  into %ex */mpl $50, -4(%ebp) /* test against 50 */jge skippushl %ebx /* all fib */pushl %exall fibaddl $8, %esp /* fix the stak pointer */skip:leave /* destroy stak frame */ret/* ... */pushl $1 /* fib(1,1) */pushl $1all fibaddl $8, %esp



56 CHAPTER 7. SUBROUTINES - ADVANCED



Chapter 8Data StruturesThe hoie of the method of representation of data in a program has a majore�et on the performane of the program. Data strutures determine the upperbound of the eÆieny of operations on data by an algorithm. Beause of theimportane of the method of storage of data, this hapter will be devoted todisussing the implementation of some data strutures in assembly language.8.1 VetorsA vetor is a one dimensional array. The assembly language representation ofan array onsists of a set of equal size objets onseutive in memory. Elementsof this set are aessed by multiplying the index of the required element by thesize of the element and adding this to the base address of the array. The generalrepresentation is shown in �gure 8.1.The vetor was introdued in the setion on indexed addressing (6.1.2). Codewas introdued into that setion whih used the inbuilt index granularities of 1,2, 4, and 8 bytes. An example of a generalized indexing sheme whih an beused for other element sizes follows.vetor[a::b℄ of elements# a b #" baseaddrs = ((index� a) � sizeof(element)) + baseFigure 8.1: General Representation of a Vetor57



58 CHAPTER 8. DATA STRUCTURES/* alulate offset from base */movl $index, %ebxsubl $�rst, %ebxmovl $size, %eax/* note that this multiply destroys the ontents of %edx *//* and leaves the result in %eax */mull %ebx/* add base to offset %eax points to beginning of item */addl $base, %eax/* aess first word of element */movl 0(%eax), %ex
8.2 ArraysVetors are a restrited form of the general onept of an array. An array mayhave more than one dimension, hene, it may be indexed by more than oneparameter.The memory of a omputer may be viewed as a one dimensional array ofstorage loations. Multi-dimensional arrays may be onsidered as an array ofan array of one less dimension. By applying this view reursively until a repre-sentable vetor has been reahed allows an array of any number of dimensions tobe onstruted.Two dimensional arrays will be used as an example of onstruting multi-dimensional arrays. The onepts used in onstruting and desribing two dimen-sional arrays may be extended by indution to other multi-dimensional arrays.There are two ways of linearizing a multidimensional array. The �rst is tostore the �rst row of the array in memory followed by eah subsequent row. Thisis known as row-major form. The seond method stores the olumns in order,and is known as olumn-major form. (See �gure 8.2 for a pitorial form).The following setion of ode provides aess to a row-major form 2 dimen-sional array of arbitrary sized items represented by the Pasal like delaration:arr : array[a::b; ::d℄ of element



8.2. ARRAYS 59Two Dimensional Array:
Row Major Form: row 1z }| { row 2z }| {Column Major Form: olumn 1z }| { olumn 2z }| { olumn 3z }| {Figure 8.2: Major Forms/* alulate size of a row */movl $b, %ebxsubl $a, %ebxmovl $size, %eax/* note that this multiply destroys the ontents of %edx *//* and leaves the result in %eax */mull %ebx/* work out the relative row index */movl $rowidx, %ebxsubl $a, %ebx/* alulate the row offset *//* note that this multiply destroys the ontents of %edx */mull %ebx/* store result in %ex */movl %eax, %ex/* alulate olumn offset */movl $olidx, %ebxsubl $, %ebxmovl $size, %eax/* note that this multiply destroys the ontents of %edx */mull %ebx/* add in stored result and base to get pointer to start of *//* element [rowidx, olidx℄ */addl %ex, %eaxaddl $arr, %eax



60 CHAPTER 8. DATA STRUCTURES8.3 ReordsA reord is a synonym for struture in the ontext of omputer languages. Stru-tures are manipulated by adding an o�set to the base address of the struture toyield the address of the element of the struture to be altered. Examples may befound in Chapter 6.
8.4 Dope VetorsA dope vetor is a one dimensional array ontaining the starting addresses ofother objets. Multi-Dimensional arrays an be onstruted using dope vetorswhih involves the storing the starting addresses of an array of lower dimensionin the dope vetor (see �gure 8.3).

������7�����3XXXXXz�����R
Dope Vetor Array Vetors

Figure 8.3: A dope vetor
The sample ode manipulates a four by four array of long words stored inrow-major form using a dope vetor implementation:



8.5. TREES AND GRAPHS 61/* delarations for array in row major form */dpv: .long r0, r1, r2, r3r0: .fill 10, 4, 0r1: .fill 10, 4, 0r2: .fill 10, 4, 0r3: .fill 10, 4, 0/* ... *//* retrieve address of row */movl $rowidx, %ebxmovl dpv(,%ebx,4), %edx/* retrieve value at olumn */movl $olidx, %ebxmovl (%edx, %ebx, 4), %eax8.5 Trees and GraphsTree and graph strutures are built in assembly language in a manner similarto that used in the `C' programming language. Essentially a node onsists ofa struture ontaining some data and a number of pointers to other nodes. Byonneting the nodes together a tree or a graph an be built.



62 CHAPTER 8. DATA STRUCTURES



Chapter 9Blok Strutured LanguagesBlok strutured languages allow nesting and soping of subroutines and vari-ables. Pasal supports these features, unlike the `C' programming language. Thefollowing simple Pasal program illustrates the onept of blok struturing.program bloks(input, output);proedure a;varv: integer;proedure disp;beginwriteln('a', v);end;beginv := 1;disp;v := 2;disp;end;proedure b;varv: integer;proedure disp;beginwriteln('b', v);end;begin 63



64 CHAPTER 9. BLOCK STRUCTURED LANGUAGESv := 1;disp;v := 2;disp;end;begina;b;end.The program's output is `a1 a2 b1 b2'. The struture of a blok struturedprogram may be drawn: program bloks;var v: integer;proedure a;proedure disp;proedure b;proedure disp;In Pasal, the sope of a variable is the region in whih it is aessible by nameto a subroutine. Variables delared in bloks of whih the urrent subroutine isa strit subset are within the sope of the urrent funtion.The sope of a subroutine in Pasal is the region in whih a funtion orproedure may be alled by name. Proedures and funtions in the urrent blokand bloks whih are one level above the urrent blok and ontained by theurrent blok are aessible.Blok strutured languages are supported in assembler by providing bakwardlinks in the stak frame to earlier stak frames. The enter instrutions seondparameter, level, determines the number of stak frame pointers that are insertedinto the urrent stak frame to the previous stak frame. Figure 9.1 shows anexample of the appearane of the stak with bak pointers. The example showsthe invoation of disp by proedure a.By following bak the hain of bak pointers it is possible to aess any variablein the sope of the urrent funtion.
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Frame 0Frame -2Frame -1Old EBPRet AddrsFrame 0Frame -1Old EBPRet Addrsv: integer;Old EBP program bloksproedure aproedure disp666
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Figure 9.1: Stak Frames in a Blok Strutured Language



66 CHAPTER 9. BLOCK STRUCTURED LANGUAGES



Appendix A
AT&T Syntax
A.1 Register Set

The 80386/80486 provides a set of general registers, segment registers, debugregisters and ontrol registers. The name and size is reorded for eah registerdiretly aessible using an AT&T type assembler. Note that all register namesare preeeded by a perent sign. 67



68 APPENDIX A. AT&T SYNTAXGeneral Purpose Registers:Register Width TypeName (bits)%eax 32 General Purpose Register%ax 16 Least 16 bits of %eax%ah 8 Greatest 8 bits of %ax%al 8 Least 8 bits of %ax%ebx 32 General Purpose Register%bx 16 Least 16 bits of %ebx%bh 8 Greatest 8 bits of %bx%bl 8 Least 8 bits of %bx%ex 32 General Purpose Register%x 16 Least 16 bits of %ex%h 8 Greatest 8 bits of %x%l 8 Least 8 bits of %x%edx 32 General Purpose Register%dx 16 Least 16 bits of %edx%dh 8 Greatest 8 bits of %dx%dl 8 Least 8 bits of %dx%ebp 32 Base Pointer%bp 16 Least 16 bits of %ebp%esi 32 Soure Index%si 16 Least 16 bits of %esi%edi 32 Destination Index%di 16 Least 16 bits of %edi%esp 32 Stak Pointer%sp 16 Least 16 bits of %esp
Segment Registers:Register Width TypeName (bits)%s 16 Code Segment%ds 16 Data Segment%es 16 Extra Segment%ss 16 Stak Segment%fs 16 Segment%gs 16 Segment



A.2. FLAGS 69Debug Registers:Register Width TypeName (bits)%dr0 32 Breakpoint 0 Linear Address - Debug Register%dr1 32 Breakpoint 1 Linear Address - Debug Register%dr2 32 Breakpoint 2 Linear Address - Debug Register%dr3 32 Breakpoint 3 Linear Address - Debug Register%dr6 32 Debug Control Register%dr7 32 Debug Control RegisterTest Registers:Register Width TypeName (bits)%tr3 32 Test Register%tr4 32 Test Register%tr5 32 Test Register%tr6 32 Test Register%tr7 32 Test RegisterFloating Point Stak Registers:Register TypeName%st Top of NPU stak%st(0) Top of NPU stak%st(1) NPU stak register%st(2) NPU stak register%st(3) NPU stak register%st(4) NPU stak register%st(5) NPU stak register%st(6) NPU stak register%st(7) NPU stak registerA.2 FlagsThe 80386 provides a ag register known as EFLAGS. This register ontains bitswhih are set by the proessor after arithmeti operations or whih reet theurrent state of the proessor.0 0 0 0 0 0 0 0 0 0 0 0 0 ACVMRF 0 NF OFDF IF TF SF ZF 0 AF 0 PF 1 CFIOPL31 0The ags are:



70 APPENDIX A. AT&T SYNTAXAC Alignment Chek1.VM Virtual 8086 ModeRF Resume FlagNT Nested Task FlagIOPL IO Privelege Level (2 bits)OF Overow FlagDF Diretion FlagIF Interrupt FlagTF Trap FlagSF Sign FlagZF Zero FlagAF Auxiliary Carry FlagPF Parity FlagCF Carry FlagA.3 Assembler SyntaxThis setion is spei� to the Free Software Foundation's GNU AS assembler.Many of the other AT&T type assemblers use a similar set of operations, typi-ally a subset of these.A.3.1 General LayoutThe assembler input is free form, requiring only that statements be separated byeither a newline harater or a semiolon. Charater onstants are not terminatedby a newline or semiolon (`;') harater. A statement may be ontinued overmore than one line by plaing a bakslash (`n') before the newline harater.Symbols may be made up of alphabetis, digits, ` ', `$' and `.'. Symbols arease signi�ant. The speial symbol `.' refers to the urrent address that is beingassembled to.Strings are delimited by double-quote harater (`"').Numbers follow the onventions of C:1Not available on the 80386



A.3. ASSEMBLER SYNTAX 71Deimal Any number not beginning with a zero eg. 10.Hexadeimal A number beginning with `0x' eg. 0xa.Otal A number beginning with zero eg. 012.Speial haraters follow the onventions of C:nb Bakspaenf Formfeednn Newlinenr Carriage Returnnt Tabnooo where o is an otal digit An otal harater ode.nn The `n' harater.n" The `"' haratherLabels are a symbol followed immediately by a olon (`:').A.3.2 OperandsImmediate operands are numbers whih do not represent memory loations.These are prefaed in AT&T type assemblers by a dollar sign (`$').Absolute referenes are prefaed by an asterix (`*') to di�erentiate them fromrelative referenes.The size of operands are determined expliitly by the instrution, not byreferene to the size of the objet refered to. Opode suÆxes are added to indiatethe size of the operation.b Byte (8-bit)w Word (16-bit)l Long (32-bit)A.3.3 CommentsThere are two forms of omments:� C type: Comments may be multiline and are delimited by `/*' and `*/'.� Line Comment type: All haraters from `#', the line omment harater,to the next newline are ignored.



72 APPENDIX A. AT&T SYNTAXA.3.4 ExpressionsThe following operators are available:� Two's omplement negation.~ One's omplement negation.� Multipliation.= Division.% Modulo.< or << Left shift.> or >> Right shift.j Bitwise Or.& Bitwise And.^ Bitwise Xor! Bitwise Or Not.+ Add.� Subtrat.A.3.5 Assembler Diretives.abort Stop assembly immediately.align boundary, pad Adjust the loation ounter to the next boundary exatlydivisible by 2boundary. If pad is present then this value of the bytes used in�lling to the next boundary..asii strings Reserves spae for and stores strings..asiz strings Reserves spae for and stores strings with an additional zero byteat the end of eah string..byte expressions Comma separated expressions are stored into the next byte..omm symbol, length Delares a named ommon area of at least length bytessize..data subsegment Assembles following statements at the end of data subsegmentsubsegment. The default subsegment is 0.



A.3. ASSEMBLER SYNTAX 73.double onums Comma separated oating point numbers are stored into the64-bit oating point form..�le string The string beomes the name of the new logial �le..�ll repeat, size, value Creates a blok of repeat objets of size bytes ontainingvalue..oat onums Comma separated oating point numbers are stored into the 32-bit oating point form..globl symbol Makes symbol visible to the linker..int expressions Comma separated expressions are stored into the next 32 bits..lomm symbol, length Delares a loal ommon area of at least length bytessize. At run time the bytes of this area start o� zeroed. This area is notvisible to the linker..line number Assigns a logial line number to the statements following..long expressions Comma separated expressions are stored into the next 32 bits..ota bignums Comma separated big numbers are stored into the next 16 bytes..org l, �ll Advanes the segments loation ounter to l using �ll as padding..quad bignums Comma separated big numbers are stored into the next 8 bytes..set symbol, expression Sets the value of symbol to expression..short expressions Comma separated expressions are stored into the next 16 bits..single onums Comma separated oating point numbers are stored into the32-bit oating point form..spae size, �ll Fills an area of size bytes with the value �ll. If �ll is omittedthen the area is �lled with zeros..text subsegment Assembles following statements at the end of text subsegmentsubsegment. The default subsegment is 0..word expressions Comma separated expressions are stored into the next 16 bits.



74 APPENDIX A. AT&T SYNTAXA.3.6 Memory ReferenesDiret memory referenes may be made by using either a symbol, a numerionstant or an expression.The AT&T syntax for indiret memory referenes is:segment : disp(base; index; sale)This may be expliitly written as:8>>>>>>>>>>><>>>>>>>>>>>:
%s%ds%es%ss%fs%gs

9>>>>>>>>>>>=>>>>>>>>>>>; : 8><>: No Displaement8� Bit Displaement32�Bit Displaement 9>=>; (
8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:

%eax%ebx%ex%edx%esi%edi%ebp%esp
9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; ;

8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; ;8>>>>>><>>>>>>: 1248
9>>>>>>=>>>>>>;)

The e�etive address of a memory loation is alulated:
8>>>>>>>><>>>>>>>>:

%s%ds%es%ss%fs%gs
9>>>>>>>>=>>>>>>>>;+8><>: No Displaement8� Bit Displaement32�Bit Displaement 9>=>;+

8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
�%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>;+
8>>>>>>>>>>>>>>><>>>>>>>>>>>>>>>:
�%eax%ebx%ex%edx%esi%edi%ebp%esp

9>>>>>>>>>>>>>>>=>>>>>>>>>>>>>>>; �
8>>>>>><>>>>>>: �1248

9>>>>>>=>>>>>>;



A.3. ASSEMBLER SYNTAX 75If the segment modi�er is not inluded then the instrution uses the defaultsegment. If the displaement is not inluded then a displaement of zero isassumed. The valid forms of the index setion are:(base; index; sale)(base; index)(base)(; index; sale)(; index)



76 APPENDIX A. AT&T SYNTAX



Appendix BInstrution Set
B.1 LayoutThe instrutions to be used in these lab lasses are provided in this hapter.The desription of eah instrution is divided into 6 omponents. The ADDinstrution is presented, with ommentary, as an example.Eah instrution is doumented for an AT&T style of assembler.B.1.1 Title linesADD AddThis line ontains the mnemoni for the instrution on the left hand side anda desription of the funtion of the instrution at the right.B.1.2 Type & CompatibilityFlow Int Float Multi IO� OpSys 386 387 486� �This set of boxes lassi�es the type of the instrution and the proessors with whihthe instrution is ompatible.The type ompatibility boxes are:Flow Flow of Control - Instrutions whih may ause exeution to hange to a loationother than the next instrution.Int Integer - Instrutions that operate on integer values.Float Floating Point - Instrutions whih operate on oating point numbers.Multi Multi-Segment - Instrutions whih operate on more than one segment.77



78 APPENDIX B. INSTRUCTION SETThe operating system box (OpSys) is heked if the instrution is not used byappliations programs.The proessor ompatability boxes are:386 i80386 - This box is heked if this instrution is available on the 386 proessor.387 i80387 - This box is heked if this instrution is available on the 387 numeriproessing unit (NPU). The oating point oproessor for the 386.486 i80486 - This box is heked if this instrution is available on the 486 proessor.B.1.3 FormatsFormats:AT&TADD imm, memADD reg, memADD imm, regADD mem, regADD reg, regThe AT&T olumn is used for AT&T type assemblers. Listed in the olumn isthe mnemoni for the instrution and the valid types of operands for that instrution.The operand types are:imm An immediate value.m14/28byte The address of a memory loation extending over 14 or 28 bytesm16int The address of a memory loation that represents a 16 bit integer.m16real The address of a memory loation that represents a 16 bit real.m2byte The address of a memory loation extending over 2 bytes.m32int The address of a memory loation that represents a 32 bit integer.m32real The address of a memory loation that represents a 32 bit real.m64int The address of a memory loation that represents a 64 bit integer.m64real The address of a memory loation that represents a 64 bit real.m80de The address of a memory loation that represents a 80 bit deimal.m80real The address of a memory loation that represents a 80 bit real.m94/108byte The address of a memory loation extending over 94 or 108 bytes.mem The address of a memory loation.ofs A signed o�set from the urrent memory loation.



B.1. LAYOUT 79ptr A pointer. The address of a value whih onsists of a seletor and a the addressof a memory loation.reg Any register.reg16 A 16 bit register.reg32 A 32 bit register.sreg A segment register.ST The top of the NPU stak.ST(i) The ith element of the NPU stak.B.1.4 Psuedo InstrutionsPseudo:AT&TADD sr1, dstThe instrution is followed by pseudo operands. The pseudo operands are used inthe desription of the instrution that follows this setion. The pseudo instrution andoperands is used to group di�erent versions of the same instrution whih have thesame form.B.1.5 DesriptionDesriptionThis instrution adds two integers - sr1 and dst - leaving the resultin dst . The ags are set aordingly. If sr1 is an immediate bytevalue then it is sign extended to the size of dst before the addition.This setion ontains a short desription of the funtion of the instrution and anywarnings relavent to its use.B.1.6 FlagsFlags: OF SF ZF AF PFM M M M MCF TF IF DF NTMThis setion lists the ags onsulted or altered by the instrution.The odes are:Blank Flag is una�eted by instrution.T Flag is tested by instrution.M Flag is modi�ed by instrution depending on the operands.



80 APPENDIX B. INSTRUCTION SET1 Flag is set by instrution.0 Flag is leared by instrution.U The instrution's e�et on the state of the ag is unde�ned.



B.2. INSTRUCTIONS 81B.2 InstrutionsAAA ASCII Adjust after AdditionFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TAAAPseudo:AT&TAAADesriptionThis instrution is used after an ADD instrution whih takes twobyte size unpaked BCD numbers as its operands and leaves the bytesize result in the %al register. The AAA instrution adjusts %al toontain the orret unpaked BCD result.If CF or the lower nibble of %al is greater than 9 then %al is in-remented by 6, %ah is inremented by 1 and CF and AF are set.Otherwise, CF and AF are leared. In both ases the top 4 bits of%al are leared.Flags: OF SF ZF AF PFU U U TM UCF TF IF DF NTMAAD ASCII Adjust AX before DivisionFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TAADPseudo:AT&TAADDesriptionThis instrution is used to generate a binary number from a two byteunpaked BCD number. The result of the operation is to set %al to%al + (10�%ah) and lear %ah.Flags: OF SF ZF AF PFU M M U MCF TF IF DF NTU



82 APPENDIX B. INSTRUCTION SETAAM ASCII Adjust AX after MultiplyFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TAAMPseudo:AT&TAAMDesriptionThis instrution is used after a MUL instrution operating on twobyte size unpaked BCD numbers that leaves the byte size result inthe %ax register. The AAM instrution sets %al to %al mod 10 and%ah to %al=10.Flags: OF SF ZF AF PFU M M U MCF TF IF DF NTUAAS ASCII Adjust AL after SubtrationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TAASPseudo:AT&TAASDesriptionThis instrution is used after a SUB instrution whih takes two bytesize unpaked BCD numbers as its operands and leaves the byte sizeresult in the %al register. The AAS instrution adjusts %al to on-tain the orret unpaked BCD result.If CF then %ah is deremented and CF and AF are set. Otherwise,CF and AF are leared. In both ases the top 4 bits of %al areleared.Flags: OF SF ZF AF PFU U U TM UCF TF IF DF NTM



B.2. INSTRUCTIONS 83ADC Add With CarryFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TADC imm, memADC reg, memADC imm, regADC mem, regADC reg, regPseudo:AT&TADC sr1, dstDesriptionThis instrution adds two integers - sr1 and dst - and CF leavingthe result in dst . The ags are set aordingly. If sr1 is an imme-diate byte value then it is sign extended to the size of dst before theaddition.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTTMADD AddFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TADD imm, memADD reg, memADD imm, regADD mem, regADD reg, regPseudo:AT&TADD sr1, dstDesriptionThis instrution adds two integers - sr1 and dst - leaving the resultin dst . The ags are set aordingly. If sr1 is an immediate bytevalue then it is sign extended to the size of dst before the addition.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



84 APPENDIX B. INSTRUCTION SETAND Logial ANDFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TAND imm, memAND reg, memAND imm, regAND mem, regAND reg, regPseudo:AT&TAND sr1, dstDesriptionThis instrution performs a logial AND on eah bit of two integers- sr1 and dst - leaving the result in dst . CF and OF are leared andPF, SF, and ZF are set aording to the result.Flags: OF SF ZF AF PF0 M M U MCF TF IF DF NT0ARPL Adjust RPL Field SeletorFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TARPL mem, regARPL reg, memPseudo:AT&TARPL sr1, dstDesriptionThis instrution is used in operating system software to prevent oderequesting greater privelege than it is allowed. dst ontains the valueof a seletor, sr1 is word size register. If the lower two bits of dst isless than sr1 then ZF is set and the lower two bits of dst is madeequal to the lower two bits of sr1 . Otherwise, ZF is leared.Flags: OF SF ZF AF PFMCF TF IF DF NT



B.2. INSTRUCTIONS 85BOUND Chek Array Index Against BoundsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBOUND mem, regPseudo:AT&TBOUND sr1, sr2DesriptionThis instrution is used to hek a signed array index is between anupper and lower bound spei�ed in a memory blok. The array indexsr2 is heked against the bounds in the memory blok pointed toby sr1 . The format of the memory blok is 2 onseutive 16 bitsigned integers. The lower bound ours �rst followed by the upperbound. If sr2 is not between the lower bound and the upper boundplus the number of bytes oupied for the operand size then interrupt5 is generated.Flags: OF SF ZF AF PFCF TF IF DF NTBSF Bit San ForwardFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBSF mem, regBSF reg, regPseudo:AT&TBSF sr1, dstDesriptionThis instrution sans the bits of sr1 from the LSB upwards. If allthe bits are 0 then ZF is set. Otherwise, ZF is leared and dst is setto the index of the least set bit.Flags: OF SF ZF AF PFU U M U UCF TF IF DF NTU



86 APPENDIX B. INSTRUCTION SETBSR Bit San ReverseFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBSR mem, regBSF reg, regPseudo:AT&TBSR sr1, dstDesriptionThis instrution sans the bits of sr1 from the MSB downwards. Ifall the bits are 0 then ZF is set. Otherwise, ZF is leared and dst isset to the index of the greatest set bit.Flags: OF SF ZF AF PFU U M U UCF TF IF DF NTU
BSWAP Byte SwapFlow Int Float Multi IO� OpSys 386 387 486�Formats:AT&TBSWAP regPseudo:AT&TBSWAP dstDesriptionThis instrution swaps the top and middle nibles of dst . The resultis the onversion of a 32 bit big endian number to a little endiannumber or vie versa. WARNING: The result of this operation isunde�ned on a 16 bit operand.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 87BT Bit TestFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBT imm, regBT imm, memBT reg, regBT reg, memPseudo:AT&TBT sr1, sr2DesriptionThis instrution stores bit sr1 of sr2 in CF.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTM
BTC Bit Test and ComplementFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBTC imm, regBTC imm, memBTC reg, regBTC reg, memPseudo:AT&TBTC sr1, dstDesriptionThis instrution stores bit sr1 of dst in CF and then omplementsthe bit in dst .Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTM



88 APPENDIX B. INSTRUCTION SETBTR Bit Test and ResetFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBTR imm, regBTR imm, memBTR reg, regBTR reg, memPseudo:AT&TBTR sr1, dstDesriptionThis instrution stores bit sr1 of dst in CF and then sets the bit indst to 0.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTMBTS Bit Test and SetFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TBTS imm, regBTS imm, memBTS reg, regBTS reg, memPseudo:AT&TBTS sr1, dstDesriptionThis instrution stores bit sr1 of dst in CF and then sets the bit indst to 1.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTM



B.2. INSTRUCTIONS 89CALL Call Proedure or FuntionFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TCALL regCALL memCALL ofsCALL ptrPseudo:AT&TCALL dstDesriptionThis instrution pushes the urrent loation onto the stak and thenjumps to dst . In the ase of near destinations (reg, mem, ofs) onlythe IP or EIP is pushed onto the stak. Far alls (ptr) push CS be-fore IP or EIP.Far alls may be used to aess routines at a higher protetion levelthrough all gates or a task gate.Flags: OF SF ZF AF PFCF TF IF DF NT



90 APPENDIX B. INSTRUCTION SETCBW Convert Byte to WordCBTW Convert Byte to Word (AT&T Only)CWDE Convert Word to DoublewordCBTL Convert Byte to Long (AT&T Only)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TCBWCBTWCWDECBTLPseudo:AT&TCBWCBTWCWDECBTLDesriptionCBW plaes the sign extended form of the %al register into %ax .CWDE plaes the sign extended form of the %ax register into%eax . AT&T ompilers provide to additional synonyms: CBTWand CBTL.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 91CLC Clear Carry FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TCLCPseudo:AT&TCLCDesriptionThis instrution sets CF to 0.Flags: OF SF ZF AF PFCF TF IF DF NT0
CLD Clear Diretion FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TCLDPseudo:AT&TCLDDesriptionThis instrution sets DF to 0.Flags: OF SF ZF AF PFCF TF IF DF NT0



92 APPENDIX B. INSTRUCTION SETCLI Clear Interrupt FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TCLIPseudo:AT&TCLIDesriptionIf the urrent privelege is equal to or more priveleged than IOPLthen this instrution sets IF to 0.Flags: OF SF ZF AF PFCF TF IF DF NT0
CLTS Clear Task-Swithed Flag in CR0Flow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TCLTSPseudo:AT&TCLTSDesriptionThis instrution sets TS in %r0 to 0.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 93CMC Complement Carry FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TCMCPseudo:AT&TCMCDesriptionThis instrution omplements CF.Flags: OF SF ZF AF PFCF TF IF DF NTM
CMP Compare Two OperandsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TCMP imm, memCMP reg, memCMP imm, regCMP mem, regCMP reg, regPseudo:AT&TCMP sr1, sr2DesriptionThis instrution performs the funtion sr2 � sr1 setting the agsin aordane with the result. The result of the subtration is NOTstored.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



94 APPENDIX B. INSTRUCTION SETCMPS Compare String OperandsCMPSB Compare String OperandsCMPSW Compare String OperandsCMPSD Compare String OperandsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TCMPS mem, memCMPSBCMPSWCMPSDPseudo:AT&TCMPS sr1, sr2CMPSBCMPSWCMPSDDesriptionThis instrution ompares two elements of a string pointed to by thesoure and destination registers.The no operand form of the instrution subtrats %es:(%edi) from%ds:(%esi) and sets the ags appropriately. The result of the sub-tration is NOT stored. The registers%esi and %edi are inrementedby the number of bytes of the operand size if DF is 0. If DF is 1 thenthe soure and destination registers are deremented by the numberof bytes of the operand size.The two operand form of the instrution operates similarly. Thelength of the operands is determined by the size of sr2 and thesegment refered to by the soure index is determined by the segmentpre�x of sr2 . If no segment pre�x is given then %ds is assumed.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM T



B.2. INSTRUCTIONS 95CMPXCHGCompare and ExhangeFlow Int Float Multi IO� OpSys 386 387 486�Formats:AT&TCMPXCHG reg, regCMPXCHG reg, memPseudo:AT&TCMPXCHG sr1, dstDesriptionThis instrution ompares the aumulator - %al, %ax, %eax - withdst . The ags are set in aordane with the result of the omparison.If ZF is set then sr1 is opied into dst . Otherwise, dst is opied intothe aumulator.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



96 APPENDIX B. INSTRUCTION SETCWD Convert Word to DoublewordCWTD Convert Word to Doubleword (AT&T Only)CDQ Convert Doubleword to QuadwordCLTD Convert Long to Quadword (AT&T Only)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TCWDCDQPseudo:AT&TCWDCWTDCDQCLTDDesriptionCWD plaes the sign extended form of the%ax register in the registerpair %dx:%ax . CDQ plaes the sign extended form of the %eaxregister in the register pair %edx:%eax . AT&Tompilers provide to additional synonyms: CWTD and CLTD.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 97DAA Deimal Adjust AL after AdditionFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TDAAPseudo:AT&TDAADesriptionThis instrution is used after an ADD instrution whih takes twobyte size paked BCD numbers as its operands and leaves the bytesize result in the %al register. The DAA instrution adjusts %al toontain the orret paked BCD result.Flags: OF SF ZF AF PFU M M TM MCF TF IF DF NTTM
DAS Deimal Adjust AL after SubtrationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TDASPseudo:AT&TDASDesriptionThis instrution is used after a SUB instrution whih takes twobyte size paked BCD numbers as its operands and leaves the bytesize result in the %al register. The DAS instrution adjusts %al toontain the orret paked BCD result.Flags: OF SF ZF AF PFU M M TM MCF TF IF DF NTTM



98 APPENDIX B. INSTRUCTION SETDEC Derement by 1Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TDEC memDEC regPseudo:AT&TDEC dstDesriptionThis instrution subtrats 1 from dst . Note that CF is not a�etedby this instrution.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NT



B.2. INSTRUCTIONS 99DIV Unsigned DivideFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TDIV mem, %alDIV mem, %axDIV mem, %eaxDIV reg, %alDIV reg, %axDIV reg, %eaxDIV memDIV regPseudo:AT&TDIV sr1, dstDIV sr1DesriptionThis instrution performs unsigned division on the extended registerpair of dst by dividing by sr1 leaving the result in the extendedregister pair dst . The extended register pairs of the aumulatorsare: %edx:%eax for %eax ; %dx:%ax for %ax ; and %ax for %al .The single operand form of this instrution divides the extendedregister pair of the aumulator - determined by the size of the sizemodi�er of the opode - by sr1.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTU



100 APPENDIX B. INSTRUCTION SETENTER Make a Stak FrameFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TENTER imm, immPseudo:AT&TENTER rsv, lvlDesriptionThis instrution reates a stak frame suitable for many high levellanguages. The two operands are: rsv the number of bytes to reservefor loal variables, and lvl the lexial nesting level of the proedure.If lvl is zero then the operations performed are:� push the urrent base pointer� set the base pointer to equal the frame pointer (the value ofthe stak pointer after the base pointer was pushed)� subtrat rsv from the urrent stak pointer.If lvl is not zero then the operations performed are:� push the urrent base pointer� push lvl modulo 32 minus one links to previous stak frames� push the frame pointer (the value of the stak pointer after thebase pointer was pushed)� set the base pointer to equal the frame pointer� subtrat rsv from the urrent stak pointer.Note: The frame pointer is a name for a value of the stak pointer.The frame pointer is NOT a register.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 101F2XM1 Compute 2X � 1Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TF2XM1Pseudo:AT&TF2XM1DesriptionThis instrution omputes 2ST � 1 where �1 < ST < 1 and plaesthe result in ST.Flags: OF SF ZF AF PFCF TF IF DF NT
FABS Absolute ValueFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFABSPseudo:AT&TFABSDesriptionThis instrution omputes jST j and plaes the result in ST.Flags: OF SF ZF AF PFCF TF IF DF NT



102 APPENDIX B. INSTRUCTION SETFADD AddFADDP AddFIADD AddFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFADD m32realFADD m64realFADD ST(i), STFADD ST, ST(i)FADDP ST, ST(i)FADDFIADD m32intFIADD m16intPseudo:AT&TFADD sr1FADD sr1, dstFADDP sr1, dstFADDFIADD sr1DesriptionThese instrutions add dst and sr1 . The result is plaed in dst .The no operand form and FADDP are equivalent and both pop STo� the FPU stak after ompleting the addition. The one operandform adds ST to sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 103FBLD Load Binary Coded DeimalFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFBLD m80dePseudo:AT&TFBLD sr1DesriptionThis instrution takes a BCD number - sr1 - and onverts it intoan extended-real format number. The result is pushed onto the FPUstak.Flags: OF SF ZF AF PFCF TF IF DF NT
FBSTP Store Binary Coded Deimal and PopFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFBSTP m80dePseudo:AT&TFBSTP dstDesriptionThis instrution takes ST and onverts it to a paked deimal integer.The result is stored at sr1 and the FPU stak is poped. If ST is notan integer then it is rounded in aordane with RC in the ontrolword.Flags: OF SF ZF AF PFCF TF IF DF NT



104 APPENDIX B. INSTRUCTION SETFCHS Change SignFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFCHSPseudo:AT&TFCHSDesriptionThis instrution omputes �ST and plaes the result in ST.Flags: OF SF ZF AF PFCF TF IF DF NT
FCLEX Clear ExeptionsFNCLEX Clear ExeptionsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFCLEXFNCLEXPseudo:AT&TFCLEXFNCLEXDesriptionThese instrutions lear the exeption ags, the exeption status agand the busy ag of the FPU status word. FCLEX heks for un-masked error onditions before ating. FNCLEX ats irrespetive ofexisting error onditions.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 105FCOM Compare RealFCOMP Compare RealFCOMPP Compare RealFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFCOM m32realFCOM m64realFCOM ST(i)FCOMP m32realFCOMP m64realFCOMP ST(i)FCOMPFCOMPPPseudo:AT&TFCOM sr1FCOMFCOMP sr1FCOMPFCOMPPDesriptionThese instrutions ompare two real numbers: ST and sr1 . The nooperand form ompares ST and ST(1). The FPU ags C0; C2; C3are set in aordane with the result (as shown in the table below).FCOMP and FCOMPP pop the FPU stak on ompletion of theomparison. C0C2C3ST > sr1 0 0 0ST < sr1 1 0 0ST = sr1 0 0 1Not Comparable 1 1 1Flags: OF SF ZF AF PFCF TF IF DF NT



106 APPENDIX B. INSTRUCTION SETFCOS CosineFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFCOSPseudo:AT&TFCOSDesriptionThis instrution omputes os(ST ) where ST is in radians and�263 < ST < 263. The result is plaed in ST.Flags: OF SF ZF AF PFCF TF IF DF NT
FDECSTPDerement Stak-Top PointerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFDECSTPPseudo:AT&TFDECSTPDesriptionThis instrution derements the FPU stak pointer. If the FPU stakpointer is pointing to ST(0) then FDECSTP hanges the FPU stakpointer to point to ST(7).Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 107FDIV DivideFDIVP DivideFIDIV DivideFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFDIV m32realFDIV m64realFDIV ST(i), STFDIV ST, ST(i)FDIVP ST, ST(i)FDIVFIDIV m32intFIDIV m16intPseudo:AT&TFDIV sr1FDIV sr1, dstFDIVP sr1, dstFDIVFIDIV sr1DesriptionThese instrutions divide dst by sr1 . The result is plaed in dst .The no operand form and FDIVP are equivalent and both pop STo� the FPU stak after ompleting the division. The one operandform divides ST by sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT



108 APPENDIX B. INSTRUCTION SETFDIVR Reverse DivideFDIVPR Reverse DivideFIDIVR Reverse DivideFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFDIVR m32realFDIVR m64realFDIVR ST(i), STFDIVR ST, ST(i)FDIVRP ST, ST(i)FDIVRFIDIVR m32intFIDIV m16intPseudo:AT&TFDIVR sr1FDIVR sr1, dstFDIVRP sr1, dstFDIVRFIDIVR sr1DesriptionThese instrutions divide sr1 by dst . The result is plaed in dst .The no operand form and FDIVRP are equivalent and both pop STo� the FPU stak after ompleting the division. The one operandform divides sr1 by ST.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 109FFREE Free Floating-Point RegisterFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFFREE ST(i)Pseudo:AT&TFFREE dstDesriptionThis instrution sets the tag of the destination register to empty.Flags: OF SF ZF AF PFCF TF IF DF NT



110 APPENDIX B. INSTRUCTION SETFICOM Compare IntegerFICOMP Compare IntegerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFICOM m16realFICOM m32realFICOMP m16intFICOMP m32intPseudo:AT&TFICOM sr1FICOMP sr1DesriptionThese instrutions ompare two integer numbers: ST and sr1 . TheFPU ags C0; C2; C3 are set in aordane with the result (as shownin the table below). FICOMP pops the FPU stak on ompletion ofthe omparison. C0C2C3ST > sr1 0 0 0ST < sr1 1 0 0ST = sr1 0 0 1Not Comparable 1 1 1Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 111FILD Load IntegerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFILD m16intFILD m32intFILD m64intPseudo:AT&TFILD sr1DesriptionThis instrution onverts sr1 to extended-real format and pushes itonto the FPU stak.Flags: OF SF ZF AF PFCF TF IF DF NT
FINCSTP Inrement Stak-Top PointerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFINCSTPPseudo:AT&TFINCSTPDesriptionThis instrution inrements the FPU stak pointer. If the FPU stakpointer is pointing to ST(7) then FINCSTP hanges the FPU stakpointer to point to ST(0).Flags: OF SF ZF AF PFCF TF IF DF NT



112 APPENDIX B. INSTRUCTION SETFINIT Initialize Floating-Point UnitFNINIT Initialize Floating-Point UnitFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFINITFNINITPseudo:AT&TFINITFNINITDesriptionThese instrutions set the FPU into the state:� Round to nearest� Mask all exeptions� 64-bit preision� All exeption ags lear� Stak register set to top of stak.� All stak registers tagged empty.� Instrution and data error pointers leared.The FINIT form heks for unmasked oating point errors beforeating. The FNINIT instrution ats without heking for error on-ditions.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 113FIST Store IntegerFISTP Store IntegerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFIST m16intFIST m32intFISTP m16intFISTP m32intFISTP m64intPseudo:AT&TFIST dstFISTP dstDesriptionThese instrutions onvert ST into a signed integer and store theresult in dst . The FISTP form pops the FPU stak after storing theresult.Flags: OF SF ZF AF PFCF TF IF DF NTFLD Load RealFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFLD m32realFLD m64realFLD m80realFLD ST(i)Pseudo:AT&TFLD sr1DesriptionThis instrution pushes the real number sr1 onto the FPU stak.Flags: OF SF ZF AF PFCF TF IF DF NT



114 APPENDIX B. INSTRUCTION SETFLD1 Load Constant +1:0FLDL2T Load Constant log2 10FLDL2E Load Constant log2 eFLDP1 Load Constant �FLDLG2 Load Constant log10 2FLDLN2 Load Constant loge 2FLDZ Load Constant +0:0Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFLDttPseudo:AT&TFLDttDesriptionThese instrutions push a real number onstant onto the FPU stak.Flags: OF SF ZF AF PFCF TF IF DF NT
FLDCW Load Control WordFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFLDCW m2bytePseudo:AT&TFLDCW sr1DesriptionThis instrution sets the FPU ontrol word to the ontents of thememory loation sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 115FLDENV Load FPU EnvironmentFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFLDENV m14/28bytePseudo:AT&TFLDENV sr1DesriptionThis instrution loads the FPU environment with the ontents of thememory blok at sr1 .The struture of the memory blok onsists of an FPU ontrol word,an FPU status word, a tag word, and the data and instrution er-ror pointers. The size of the environment depends on the defaultoperand size and the urrent proessor operating mode. Typially,the data loaded by this instrution has been stored by an FSTENVor FNSTENV instrution.Flags: OF SF ZF AF PFCF TF IF DF NT



116 APPENDIX B. INSTRUCTION SETFMUL MultiplyFMULP MultiplyFIMUL MultiplyFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFMUL m32realFMUL m64realFMUL ST(i), STFMUL ST, ST(i)FMULP ST, ST(i)FMULFIMUL m32intFIMUL m16intPseudo:AT&TFMUL sr1FMUL sr1, dstFMULP sr1, dstFMULFIMUL sr1DesriptionThese instrutions multiply dst and sr1 . The result is plaed in dst .The no operand form and FMULP are equivalent and both pop STo� the FPU stak after ompleting the addition. The one operandform multiplies ST by sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 117FNOP No OperationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFNOPPseudo:AT&TFNOPDesriptionThis instrution performs no operation.Flags: OF SF ZF AF PFCF TF IF DF NT
FPATAN Partial ArtangentFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFPATANPseudo:AT&TFPATANDesriptionThis instrution omputes artan(ST (1)=ST ) and plaes the om-puted value (in radians) in ST(1). ST is then popped.Flags: OF SF ZF AF PFCF TF IF DF NT



118 APPENDIX B. INSTRUCTION SETFPREM Partial RemainderFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFPREMPseudo:AT&TFPREMDesriptionThis instrution omputes the remainder from the division of ST byST(1). The result is stored in ST. Note that the sign of ST is notaltered by this operation.Flags: OF SF ZF AF PFCF TF IF DF NT
FPREM1 Partial RemainderFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFPREM1Pseudo:AT&TFPREM1DesriptionThis instrution omputes the remainder from the division of ST byST(1). The result is stored in ST.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 119FPTAN Partial TangentFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFPTANPseudo:AT&TFPTANDesriptionThis instrution omputes tan(ST ) where �263 < ST < 263 andplaes the omputed value in ST. 1.0 is then pushed onto the stak.Flags: OF SF ZF AF PFCF TF IF DF NT
FRNDINTRound to IntegerFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFRNDINTPseudo:AT&TFRNDINTDesriptionThis instrution rounds ST to an integer. The method of roundingis determined by RC in the FPU ontrol word.Flags: OF SF ZF AF PFCF TF IF DF NT



120 APPENDIX B. INSTRUCTION SETFRSTOR Restore FPU StateFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFRSTOR m94/108bytePseudo:AT&TFRSTOR sr1DesriptionThis instrution restores the FPU state from a memory blok loatedat sr1 .The struture of the memory blok onsists of an FPU ontrol word,an FPU status word, a tag word, the data and instrution error point-ers, and the stak registers ST to ST(7). The size of the environmentdepends on the default operand size and the urrent proessor op-erating mode. Typially, the data restored by this instrution hasbeen stored by an FSAVE or FNSAVE instrution.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 121FSAVE Store FPU StateFNSAVE Store FPU StateFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSAVE m94/108byteFNSAVE m94/108bytePseudo:AT&TFSAVE dstFNSAVE dstDesriptionThis instrution stores the FPU state from a memory blok loatedat dst . The FPU is then initialized.The struture of the memory blok onsists of an FPU ontrol word,an FPU status word, a tag word, the data and instrution error point-ers, and the stak registers ST to ST(7). The size of the environmentdepends on the default operand size and the urrent proessor oper-ating mode. Typially, the data stored by this instrution is restoredby an FRSTOR instrution.The FNSAVE form does not hek for unmasked oating point errorsbefore ating. The FSAVE form heks for errors before ating.Flags: OF SF ZF AF PFCF TF IF DF NT



122 APPENDIX B. INSTRUCTION SETFSCALE SaleFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSCALEPseudo:AT&TFSCALEDesriptionThis instrution omputes ST � 2ST (1) and stores the result in ST.Flags: OF SF ZF AF PFCF TF IF DF NT
FSIN SineFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSINPseudo:AT&TFSINDesriptionThis instrution omputes sin(ST ) where ST is in radians and�263 < ST < 263. The result is plaed in ST.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 123FSINCOS Sine and CosineFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSINCOSPseudo:AT&TFSINCOSDesriptionThis instrution omputes sin(ST ) and os(ST ) where ST is in radi-ans and �263 < ST < 263. The result of the sine funtion is plaedin ST and then the result of the osine operation is pushed onto theFPU stak.Flags: OF SF ZF AF PFCF TF IF DF NT
FSQRT Square RootFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSQRTPseudo:AT&TFSQRTDesriptionThis instrution omputes pST and plaes the result is ST.Flags: OF SF ZF AF PFCF TF IF DF NT



124 APPENDIX B. INSTRUCTION SETFST Store RealFSTP Store RealFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFST m32realFST m64realFST ST(i)FSTP m32realFSTP m64realFSTP m80realFSTP ST(i)Pseudo:AT&TFST dstFSTP dstDesriptionThese instrutions store ST in dst . FSTP pops the FPU stak afterperforming the store operation.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 125FSTCW Store Control WordFNSTCW Store Control WordFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSTCW m2byteFNSTCW m2bytePseudo:AT&TFSTCW dstFNSTCW dstDesriptionThis instrution stores the FPU ontrol word at the memory loationdst .Flags: OF SF ZF AF PFCF TF IF DF NT



126 APPENDIX B. INSTRUCTION SETFSTENV Store FPU EnvironmentFNSTENVStore FPU EnvironmentFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSTENV m14/28byteFNSTENV m14/28bytePseudo:AT&TFSTENV dstFNSTENV dstDesriptionThese instrutions store the FPU environment in the memory blokat dst and then masks all oating point exeptions.The struture of the memory blok onsists of an FPU ontrol word,an FPU status word, a tag word, and the data and instrution er-ror pointers. The size of the environment depends on the defaultoperand size and the urrent proessor operating mode. Typially,the data stored by this instrution is restored by an FLDENV in-strution.The FNSTENV form does not hek for unmasked oating pointerrors before ating. The FSTENV form heks for errors beforeating.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 127FSTSW Store Status WordFNSTSW Store Status WordFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSTSW m2byteFSTSWFNSTSW m2byteFNSTSW %axPseudo:AT&TFSTSW dstFSTSWFNSTSW dstDesriptionThese instrutions store the FPU status word in dst .The FNSTSW form does not hek for unmasked oating point errorsbefore ating. The FSTSW form heks for errors before ating.Flags: OF SF ZF AF PFCF TF IF DF NT



128 APPENDIX B. INSTRUCTION SETFSUB SubtratFSUBP SubtratFISUB SubtratFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSUB m32realFSUB m64realFSUB ST(i), STFSUB ST, ST(i)FSUBP ST, ST(i)FSUBFISUB m32intFISUB m16intPseudo:AT&TFSUB sr1FSUB sr1, dstFSUBP sr1, dstFSUBFISUB sr1DesriptionThese instrutions subtrats sr1 from dst . The result is plaed indst . The no operand form and FSUBP are equivalent and both popST o� the FPU stak after ompleting the subtration. The oneoperand form subtrats sr1 from ST.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 129FSUBR Reverse SubtratFSUBPR Reverse SubtratFISUBR Reverse SubtratFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFSUBR m32realFSUBR m64realFSUBR ST(i), STFSUBR ST, ST(i)FSUBRP ST, ST(i)FSUBRFISUBR m32intFISUBR m16intPseudo:AT&TFSUBR sr1FSUBR sr1, dstFSUBRP sr1, dstFSUBRFISUBR sr1DesriptionThese instrutions subtrats dst from sr1 . The result is plaed indst . The no operand form and FSUBRP are equivalent and bothpop ST o� the FPU stak after ompleting the subtration. The oneoperand form subtrats ST from sr1 and plaes the result in ST.Flags: OF SF ZF AF PFCF TF IF DF NT



130 APPENDIX B. INSTRUCTION SETFTST TestFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFTSTPseudo:AT&TFTSTDesriptionThis instrution ompares ST to 0.0. The FPU ags C0; C2; C3 areset in aordane with the result (as shown in the table below).C0C2C3ST > 0:0 0 0 0ST < 0:0 1 0 0ST = 0:0 0 0 1Not Comparable 1 1 1Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 131FUCOM Unordered Compare RealFUCOMPUnordered Compare RealFUCOMPPUnordered Compare RealFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFUCOM ST(i)FUCOMFUCOMP ST(i)FUCOMPFUCOMPPPseudo:AT&TFUCOM sr1FUCOMFUCOMP sr1FUCOMPFUCOMPPDesriptionThese instrutions ompare two real numbers: ST and sr1 . The nooperand form ompares ST and ST(1). The FPU ags C0; C2; C3are set in aordane with the result (as shown in the table below).FUCOMP and FUCOMPP pop the FPU stak on ompletion of theomparison. C0C2C3ST > sr1 0 0 0ST < sr1 1 0 0ST = sr1 0 0 1Not Comparable 1 1 1Flags: OF SF ZF AF PFCF TF IF DF NT



132 APPENDIX B. INSTRUCTION SETFWAIT WaitFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFWAITPseudo:AT&TFWAITDesriptionThis instrution heks for pending unmasked oating point exep-tions before proeeding.Flags: OF SF ZF AF PFCF TF IF DF NTFXAM ExamineFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFXAMPseudo:AT&TFXAMDesriptionThis instrution sets the FPU ags in aordane with the type ofobjet in ST: C0C2C3Unsupported 0 0 0NaN 1 0 0Normal 0 1 0In�nity 1 1 0Zero 0 0 1Empty 1 0 1Denormal 0 1 1Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 133FXCH Exhange Register ContentsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFXCH ST(i)FXCHPseudo:AT&TFXCH dstFXCHDesriptionThis instrution swaps ST and dst . The no operand form of theinstrution swaps ST and ST(1).Flags: OF SF ZF AF PFCF TF IF DF NT
FXTRACTExtrat Exponent and Signi�andFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFXTRACTPseudo:AT&TFXTRACTDesriptionThis instrution omputes the exponent of ST and the signi�and ofST. The exponent is stored in ST and the signi�and is pushed ontothe FPU stak.Flags: OF SF ZF AF PFCF TF IF DF NT



134 APPENDIX B. INSTRUCTION SETFYL2X Compute y � log2 xFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFYL2XPseudo:AT&TFYL2XDesriptionThis instrution omputes ST (1)�log2 ST , plaes the result in ST(1)and pops the FPU stak. Note: ST must not be negative.Flags: OF SF ZF AF PFCF TF IF DF NT
FYL2XP1 Compute y � log2(x+ 1)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TFYL2XP1Pseudo:AT&TFYL2XP1DesriptionThis instrution omputes ST (1)� log2(ST + 1:0), plaes the resultin ST(1) and pops the FPU stak. Note: ST must have the property�(1� (p2=2)) � ST � p2� 1.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 135HLT HaltFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&THLTPseudo:AT&THLTDesriptionThis instrution plaes the proessor into a HALT state. No instru-tions are exeuted until either an enabled interrupt, an NMI or aproessor reset ours. If exeution is resumed by an interrupt, thenthe address of the instrution after the HLT is stored on the stak.Flags: OF SF ZF AF PFCF TF IF DF NT



136 APPENDIX B. INSTRUCTION SETIDIV Integer DivideFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TIDIV memIDIV regIDIV mem, %axIDIV reg, %axIDIV mem, %eaxIDIV reg, %eaxPseudo:AT&TIDIV sr1IDIV sr1, dstDesriptionThis instrution performs a signed division on the extended registerpair of dst by dividing by sr1 leaving the quotient of the result inthe lower half of the extended register pair dst and the remainder inthe upper half of the extended register pair dst . The extended reg-ister pairs of the aumulators are: %edx:%eax for %eax ; %dx:%axfor %ax ; and %ax for %al .The single operand form of this instrution divides the extendedregister pair of the aumulator - determined by the size of the sizemodi�er of the opode - by sr1.Note: that the remainder has the sign as the dividend and that themagnitude of the remainder is always less than the magnitude of thedivisor.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTU



B.2. INSTRUCTIONS 137IMUL Integer MultiplyFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TIMUL memIMUL regIMUL reg, regIMUL mem, regIMUL imm, regIMUL imm, reg, regIMUL imm, mem, regPseudo:AT&TIMUL sr1IMUL sr1, dstIMUL sr1, sr2, dstDesriptionThis instrution performs a signed multipliation on two integer val-ues.The single operand form multiplies the lower half of the extendedregister pair of the aumulator by sr1 leaving the result in the ex-tended register pair of the aumulator. The extended register pairsof the aumulators are: %edx:%eax for %eax ; %dx:%ax for %ax ;and %ax for %al .The two operand form multiplies dst by sr1 and leaves the result indst .The three operand form multiplies sr2 by sr1 leaving the result indst .Flags: OF SF ZF AF PFM U U U UCF TF IF DF NTM



138 APPENDIX B. INSTRUCTION SETIN Input from PortFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TIN imm, %alIN imm, %axIN imm, %eaxIN %dx, %alIN %dx, %axIN %dx, %eaxPseudo:AT&TIN sr1, dstDesriptionThis instrution transfers a byte, word or double word from a portin the IO address spae. Only the �rst 256 ports may be aessedusing an immediate onstant. The ports from 255 to 65535 must beaessed by loading %dx with the port number.Flags: OF SF ZF AF PFCF TF IF DF NTINC Inrememnt by 1Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TINC memINC regPseudo:AT&TINC dstDesriptionThis instrution adds 1 to dst . Note that CF is not a�eted by thisinstrution.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NT



B.2. INSTRUCTIONS 139INS Input from Port to StringINSB Input from Port to StringINSW Input from Port to StringINSD Input from Port to StringFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TINS %dx, regINS %dx, memINSBINSWINSDPseudo:AT&TINS sr1, dstINSBINSWINSDDesriptionThese instrutions transfer a byte, word or double word from a portin the IO address spae to %es:%edi . Only the �rst 256 ports may beaessed using an immediate onstant. The ports from 255 to 65535must be aessed by loading %dx with the port number.In the two operand form the size of the transfer is determined by thesize of dst . The no operand form impliitly determines the size ofthe operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFCF TF IF DF NTT



140 APPENDIX B. INSTRUCTION SETINT Call Interrupt ProedureINTO Call Interrupt ProedureINT3 Call Interrupt ProedureFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TINT immINT3INTOPseudo:AT&TINT dstINT3INTODesriptionThese instrutions generate an interrupt via software. In the aseof the one operand form interrupt dst is generated. INT3 generatesinterrupt 3. INTO generates interrupt 4 if the overow ag is set.Flags: OF SF ZF AF PFTCF TF IF DF NT0 0INVD Invalidate CaheFlow Int Float Multi IO OpSys� 386 387 486�Formats:AT&TINVDPseudo:AT&TINVDDesriptionThis instrution ushes the internal ahe and issues a speial busyle whih indiates that external ahes should be ushed. Note:Data in external write-bak ahes is disarded.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 141INVLPG Invalidate TLB EntryFlow Int Float Multi IO OpSys� 386 387 486�Formats:AT&TINVLPG memPseudo:AT&TINVLPG sr1DesriptionThis instrution invalidates an entry in the translation look asidebu�er (TLB) if it maps the address of sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT
IRET Interrupt ReturnIRETD Interrupt ReturnFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TIRETIRETDPseudo:AT&TIRETIRETDDesriptionThese instrutions return the ow of ontrol, at the end of an inter-rupt handler, to the loation where the interrupt oured.This instrution may be used to hange privelege level and task.Flags: OF SF ZF AF PFR R R R RCF TF IF DF NTR R R R T



142 APPENDIX B. INSTRUCTION SETJA Jump if above (CF = 0 � ZF = 0)JAE Jump if above or equal (CF = 0)JB Jump if below (CF = 1)JBE Jump if below or equal (CF = 1 + ZF = 1)JC Jump if arry (CF = 1)JCXZ Jump if CX register is 0JECXZ Jump if ECX register is 0JE Jump if equal (ZF = 1)JZ Jump if zero (ZF = 1)JG Jump if greater (ZF = 0 � SF = OF )JGE Jump if greater or equal (SF = OF )JL Jump if less (SF 6= OF )JLE Jump if less or equal (ZF = 1 + SF 6= OF )JNA Jump if not above (CF = 1 + ZF = 1)JNAE Jump if not above or equal (CF = 1)JNB Jump if not below (CF = 0)JNBE Jump if not below or equal (CF = 0 � ZF = 0)JNC Jump if not arry (CF = 0)JNE Jump if not equal (ZF = 0)JNG Jump if not greater (ZF = 1 + SF 6= OF )JNGE Jump if not greater or equal (SF 6= OF )JNL Jump if not less (SF = OF )JNLE Jump if not less or equal (ZF = 0 � SF = OF )JNO Jump if not overow (OF = 0)JNP Jump if not parity (PF = 0)JNS Jump if not sign (SF = 0)JNZ Jump if not zero (ZF = 0)JO Jump if overow (OF = 0)JP Jump if parity (PF = 1)JPE Jump if parity even (PF = 1)JPO Jump if parity odd (PF = 0)JS Jump if sign (SF = 1)JZ Jump if zero (ZF = 1)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TJ ofsPseudo:AT&TJ dst



B.2. INSTRUCTIONS 143DesriptionThese instrutions test ags and generate a relative jump to theurrent EIP if the ondition is satis�ed.Flags: OF SF ZF AF PFT T T TCF TF IF DF NTT
JMP JumpFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TJMP regJMP memJMP ofsJMP ptrPseudo:AT&TJMP dstDesriptionThis instrution generates an unonditional jump to a memory loa-tion. The memory loation may be relative to the urrent loation,or absolute.This instrution may be used to hange privelege level or task.Flags: OF SF ZF AF PFCF TF IF DF NT



144 APPENDIX B. INSTRUCTION SETLAHF Load Flags into AH RegisterFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TLAFHPseudo:AT&TLAFHDesriptionThis instrution opies the low byte of the ags word to %ah.Flags: OF SF ZF AF PFCF TF IF DF NT
LAR Load Aess Rights ByteFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLAR reg, regLAR mem, regPseudo:AT&TLAR sr1, dstDesriptionThis instrution loads a masked version of the aess rights bits in-diated by the desriptor sr1 . If the desriptor is valid, within thedesriptor limits, and visible at the urrent privelege level then theaess rights byte masked by 00FxFF00 hex (where x is unde�ned) isstored in dst and ZF leared. Otherwise, ZF is set. If the destinationregister is 16 bits wide then the lower 2 bytes of the masked aessrights are stored.Flags: OF SF ZF AF PFMCF TF IF DF NT



B.2. INSTRUCTIONS 145LEA Load Efetive AddressFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TLEA mem, regPseudo:AT&TLEA sr1, dstDesriptionThis instrution alulates the e�etive address of sr1 and stores itin dst .Flags: OF SF ZF AF PFCF TF IF DF NT
LEAVE High Level Proedure ExitFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TLEAVEPseudo:AT&TLEAVEDesriptionThis instrution returns a stak to the state equivalent to the stateof the stak prior to the use of an ENTER instrution. It frees loalmemory, removes links to prior lexial nesting levels and restores theframe pointer. LEAVE moves %bp or %ebp to %sp or %esp and popsthe old frame pointer into %bp or %ebp.Flags: OF SF ZF AF PFCF TF IF DF NT



146 APPENDIX B. INSTRUCTION SETLGDT Load Global Desriptor Table RegisterLIDT Load Interrupt Desriptor Table RegisterFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLGDT memLIDT memPseudo:AT&TLGDT sr1LIDT sr1DesriptionThese instrutions loads the appropriate desriptor table registerwith base and limit from memory. LGDT loads the global desriptortable register. LIDT loads the interrupt desriptor table register.Flags: OF SF ZF AF PFCF TF IF DF NTLDS Load Full PointerLES Load Full PointerLFS Load Full PointerLGS Load Full PointerLSS Load Full PointerFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TLss mem, regPseudo:AT&TLss sr1, dstDesriptionThese instrutions load the register dst from the e�etive address ofsr1 and then loads the appropriate segment register (ss) from the16 bits following the value transfered to the register dst .Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 147LLDT Load Loal Desriptor Table RegisterFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLLDT memPseudo:AT&TLLDT sr1DesriptionThis instrution loads the loal desriptor table register with a se-letor, sr1 , from the GDT. If seletor 0 is loaded then the loaldesriptor table register is marked invalid.Flags: OF SF ZF AF PFCF TF IF DF NT
LMSW Load Mahine Status WordFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLMSW regLMSW memPseudo:AT&TLMSW sr1DesriptionThis instrution loads the low 16 bits of CR0 with the ontents ofsr1 . This instrution is provided for ompatibility with the 286.Note that this instrution will not swith the proessor out of pro-teted mode.Flags: OF SF ZF AF PFCF TF IF DF NT



148 APPENDIX B. INSTRUCTION SETLOCK Assert LOCK# Signal Pre�xFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TLOCKPseudo:AT&TLOCKDesriptionThis instrution auses the LOCK# signal of the 486 proessor tobe asserted during the instrution that follows it. The LOCK pre�xmay only be followed by the following:Instrution Operating OnBTC, BTR, BTS reg/mem, memXCHG mem, regXCHG reg, memADD, ADC, AND, OR, SBB, SUB, XOR reg/imm, memDEC, INC, NEG, NOT memFlags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 149LODS Load String OperandLODSB Load String OperandLODSW Load String OperandLODSD Load String OperandFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TLODS memLODSLODSBLODSWLODSDPseudo:AT&TLODS sr1LODSBLODSWLODSDDesriptionThis instrution loads the aumulator from the memory loationpointed to by the soure index register.In the one operand form the size of the transfer is determined by thesize of sr1 . The no operand form impliitly determines the size ofthe operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFCF TF IF DF NTT



150 APPENDIX B. INSTRUCTION SETLOOP Loop if ECX not equal to 0LOOPE Loop if ECX not equal to 0 and ZF = 1LOOPZ Loop if ECX not equal to 0 and ZF = 1LOOPNE Loop if ECX not equal to 0 and ZF = 0LOOPNZ Loop if ECX not equal to 0 and ZF = 0Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TLOOP ofsPseudo:AT&TLOOP dstDesriptionThis instrution derements %ex . It performs a relative jump to dstif the ondition is met.Flags: OF SF ZF AF PFTCF TF IF DF NT
LSL Load Segment LimitFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLSL mem, regLSL reg, regPseudo:AT&TLSL sr1, dstDesriptionThis instrution loads dst with the segment limit of the desriptorindiated by sr1 provided that the desriptor is visible at the urrentprivelege level, valid, and within desriptor table limits.Flags: OF SF ZF AF PFMCF TF IF DF NT



B.2. INSTRUCTIONS 151LTR Load Task RegisterFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TLTR regLTR memPseudo:AT&TLTR sr1DesriptionThis instrution loads the task register with the ontents of sr1 andmarks the loaded TSS busy. A task swith does not our.Flags: OF SF ZF AF PFCF TF IF DF NT
MOV Move DataFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TMOV imm, memMOV reg, memMOV imm, regMOV mem, regMOV reg, regPseudo:AT&TMOV sr1, dstDesriptionThis instrution opies the ontents of sr1 to dst .Flags: OF SF ZF AF PFCF TF IF DF NT



152 APPENDIX B. INSTRUCTION SETMOV Move to/from Segment RegistersFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TMOV reg16, sregMOV sreg, reg16Pseudo:AT&TMOV sr1, dstDesriptionThis instrution opies the ontents of sr1 to dst . As the segmentregisters are 16 bits in size, both operands must be 16 bits wide.Note that in proteted mode the segment registers are loaded withdesriptors and that the base and limits of the segments are found byreferene to the desriptor table. In real mode the segment registerontains the base address of the segment and the limit is �xed at 64Kbytes.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTU



B.2. INSTRUCTIONS 153MOV Move to/from Speial RegistersFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TMOV reg32, %r0/%r2/%r3MOV reg32, %dr0/%dr1/%dr2/%dr3MOV reg32, %dr6/%dr7MOV reg32, %tr4/%tr5/%tr6/%tr7MOV %r0/%r2/%r3, reg32MOV %dr0/%dr1/%dr2/%dr3, reg32MOV %dr6/%dr7, reg32MOV %tr4/%tr5/%tr6/%tr7, reg32Pseudo:AT&TMOV sr1, dstDesriptionThis instrution opies the ontents of sr1 to dst . This instrutionan modify speial registers. The speial registers are used in testingthe proessor, ontrolling the operating mode of the proessor anddebugging support for the proessor.Flags: OF SF ZF AF PFU U U U UCF TF IF DF NTU



154 APPENDIX B. INSTRUCTION SETMOVS Move Data from String to StringMOVSB Move Data from String to StringMOVSW Move Data from String to StringMOVSD Move Data from String to StringFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TMOVS mem, memMOVSBMOVSWMOVSDPseudo:AT&TMOVS sr1, dstMOVSBMOVSWMOVSDDesriptionThese instrutions transfer a byte, word or double word from %esito %es:%edi .In the two operand form the size of the transfer is determined by thesize of dst . A segment overide is possible for dst . The no operandform impliitly determines the size of the operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFCF TF IF DF NTT



B.2. INSTRUCTIONS 155MOVSww Move with Sign-Extend (AT&T Only)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TMOVSww mem, regMOVSww reg, regPseudo:AT&TMOVSww sr1, dstDesriptionThese instrutions move a value from sr1 to dst after sign extendingthe value. The MOVSww instrution determines the onversionbased on the two size modi�ers loated at the end of the instrution.The values of ww may be: bl, bw, and wl.Flags: OF SF ZF AF PFCF TF IF DF NT
MOVZwwMove with Zero-Extend (AT&T Only)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TMOVZX mem, regMOVZX reg, regPseudo:AT&TMOVZww sr1, dstDesriptionThese instrutions move a value from sr1 to dst after zero extendingthe value. The MOVZww instrution determines the onversionbased on the two size modi�ers loated at the end of the instrution.The values of ww may be: bl, bw, and wl.Flags: OF SF ZF AF PFCF TF IF DF NT



156 APPENDIX B. INSTRUCTION SETMUL Unsigned Multipliation of AL or AX or EAXFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TMUL regMUL memPseudo:AT&TMUL sr1DesriptionThis instrution performs an unsigned multipliation on two integervalues. It multiplies the lower half of the extended register pair ofthe aumulator by sr1 leaving the result in the extended registerpair of the aumulator. Under an AT&T assembler the extendedregister pair is determined by the size modi�er of the instrution. Theextended register pairs of the aumulators are: %edx:%eax for 32-bitmodi�er ; %dx:%ax for 16-bit modi�er ; and %ax for 8-bit modi�er .Flags: OF SF ZF AF PFM U U U UCF TF IF DF NTMNEG Two's Complement NegationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TNEG regNEG memPseudo:AT&TNEG dstDesriptionThis instrution alulates the two's omplement negation of the in-teger dst .Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



B.2. INSTRUCTIONS 157NOP No OperationFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TNOPPseudo:AT&TNOPDesriptionThis instrution performs no operation.Flags: OF SF ZF AF PFCF TF IF DF NT
NOT One's Complement NegationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TNOT regNOT memPseudo:AT&TNOT dstDesriptionThis instrution performs a logial NOT on eah bit of the integerdst .Flags: OF SF ZF AF PFCF TF IF DF NT



158 APPENDIX B. INSTRUCTION SETOR Logial Inlusive ORFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TOR imm, memOR reg, memOR imm, regOR mem, regOR reg, regPseudo:AT&TOR sr1, dstDesriptionThis instrution performs a logial OR on eah bit of two integers -sr1 and dst - leaving the result in dst . CF and OF are leared andPF, SF, and ZF are set aording to the result.Flags: OF SF ZF AF PF0 M M U MCF TF IF DF NT0



B.2. INSTRUCTIONS 159OUT Output to PortFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TOUT %al, immOUT %ax, immOUT %eax, immOUT %al, %dxOUT %ax, %dxOUT %eax, %dxPseudo:AT&TOUT sr1, dstDesriptionThis instrution transfers a byte, word or double word in the au-mulator to a port in the IO address spae. Only the �rst 256 portsmay be aessed using an immediate onstant. The ports from 255to 65535 must be aessed by loading %dx with the port number.Flags: OF SF ZF AF PFCF TF IF DF NT



160 APPENDIX B. INSTRUCTION SETOUTS Output String to PortOUTSB Output String to PortOUTSW Output String to PortOUTSD Output String to PortFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TOUTS reg, %dxOUTS mem, %dxOUTSDOUTSWOUTSDPseudo:AT&TOUTS sr1, dstOUTSBOUTSWOUTSDDesriptionThese instrutions transfer a byte, word or double word to a port inthe IO address spae to %es:%edi . Only the �rst 256 ports may beaessed using an immediate onstant. The ports from 255 to 65535must be aessed by loading %dx with the port number.In the two operand form the size of the transfer is determined by thesize of dst . The no operand form impliitly determines the size ofthe operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFCF TF IF DF NTT



B.2. INSTRUCTIONS 161POP Pop a Word from the StakFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TPOP regPOP memPOP sregPseudo:AT&TPOP dstDesriptionThis instrution opies the word or doubleword pointed to by %spor %esp in the stak segment to dst . It then adds 2 for a word ora byte size operation to the stak pointer, or 4 for a doubleword tothe stak pointer.Flags: OF SF ZF AF PFCF TF IF DF NTPOPA Pop All General RegistersPOPAD Pop All General RegistersFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TPOPAPOPADPseudo:AT&TPOPAPOPADDesriptionThese instrutions pop the following registers from the stak: %edi ,%esi , %ebp, %esp, %ebx , %edx , %ex , and %eax . Note that thevalue %esp found on the stak is disposed of, and does not alter%esp.Flags: OF SF ZF AF PFCF TF IF DF NT



162 APPENDIX B. INSTRUCTION SETPOPF Pop Stak into Flags RegisterPOPFD Pop Stak into Flags RegisterFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TPOPFPOPFDPseudo:AT&TPOPFPOPFDDesriptionThese instrutions pop a 32 bit quantity o� the stak into theEFLAGS register.Flags: OF SF ZF AF PFR R R R RCF TF IF DF NTR R R R RPUSH Push Operand onto the StakFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TPUSH regPUSH memPUSH sregPUSH immPseudo:AT&TPUSH sr1DesriptionThis instrution opies dst into the word or doubleword pointed toby %sp or %esp in the stak segment. It then subtrats 2 for a wordor a byte size operation from the stak pointer, or 4 for a doublewordfrom the stak pointer.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 163PUSHA Push All General RegistersPUSHAD Push All General RegistersFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TPUSHAPUSHADPseudo:AT&TPUSHAPUSHADDesriptionThese instrutions push the following onto the stak: %eax , %ex ,%edx , %ebx , the value of %esp before the instrution ommened,%ebp, %esi , and %edi .Flags: OF SF ZF AF PFCF TF IF DF NT
PUSHF Push Flags Register onto the StakPUSHFD Push Flags Register onto the StakFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TPUSHFPUSHFDPseudo:AT&TPUSHFPUSHFDDesriptionThese instrutions push EFLAGS onto the stak.Flags: OF SF ZF AF PFCF TF IF DF NT



164 APPENDIX B. INSTRUCTION SETRCL Rotate (Carry Left)RCR Rotate (Carry Right)ROL Rotate (Left)ROR Rotate (Right)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TRdd imm, memRdd imm, regRdd %l, regRdd %l, memPseudo:AT&TRdd nt, dstDesriptionThese instrutions rotate the bits of dst by nt . The RCx formsrotate through the arry bit, enlarging the destination dst by onebit. In the ROx form the bit shifted dst is stored in CF.Flags: OF SF ZF AF PFMCF TF IF DF NTTM



B.2. INSTRUCTIONS 165REP Repeat Following String OperationREPE Repeat While Equal Following String OperationREPNE Repeat While Not Equal Following String Op-erationREPZ Repeat While Equal Following String OperationREPNZ Repeat While Not Equal Following String Op-erationFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TREPPseudo:AT&TREP insDesriptionThese instrutions ause the following instrution ins to be repeatedwhile the ondition is satis�ed.Flags: OF SF ZF AF PFCF TF IF DF NTRET Return from Proedure or FuntionFlow Int Float Multi IO� � OpSys 386 387 486� �Formats:AT&TRETRET immPseudo:AT&TRETRET ntDesriptionThis instrution pops the value pointed to by the stak pointer intoEIP. If nt is present then it is added to the stak pointer.This instrution may ause the privelege level to hange.Flags: OF SF ZF AF PFCF TF IF DF NT



166 APPENDIX B. INSTRUCTION SETSAHF Store AH into FlagsFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSAHFPseudo:AT&TSAHFDesriptionThis instrution opies %ah to the low byte of the ags word.Flags: OF SF ZF AF PFR R R RCF TF IF DF NTRSAL Shift Arithmeti LeftSAR Shift Arithmeti RightSHL Shift LeftSHR Shift RightFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSdd imm, memSdd imm, regSdd %l, regSdd %l, memPseudo:AT&TSdd nt, dstDesriptionThese instrutions shift the bits of dst by nt . The bit shifted outof dst is stored in CF. For SAL, SHL, and SHR zeros are shifted into �ll the vaated bits. For SAR the top bit is dupliated into thevaated bit.Flags: OF SF ZF AF PFM M M U MCF TF IF DF NTM



B.2. INSTRUCTIONS 167SBB Integer Subtration with BorrowFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSBB imm, memSBB reg, memSBB imm, regSBB mem, regSBB reg, regPseudo:AT&TSBB sr1, dstDesriptionThis instrution adds CF to sr1 and then subtrats the result fromdst . Immediate operands are sign extended before the operation isperformed.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTTM



168 APPENDIX B. INSTRUCTION SETSCAS Compare String DataSCASB Compare String DataSCASW Compare String DataSCASD Compare String DataFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSCAS memSCASBSCASWSCASDPseudo:AT&TSCAS sr1SCASBSCASWSCASDDesriptionThese instrutions subtrat the byte, word or double word %es:%edifrom the aumulator.In the one operand form the size of the transfer is determined by thesize of sr1 . The no operand form impliitly determines the size ofthe operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM T



B.2. INSTRUCTIONS 169SETA Set byte if above (CF = 0 � ZF = 0)SETAE Set byte if above or equal (CF = 0)SETB Set byte if below (CF = 1)SETBE Set byte if below or equal (CF = 1 + ZF = 1)SETC Set byte if arry (CF = 1)SETE Set byte if equal (ZF = 1)SETG Set byte if greater (ZF = 0 + SF = OF )SETGE Set byte if greater or equal (SF = OF )SETL Set byte if less (SF 6= OF )SETLE Set byte if less or equal (ZF = 1 + SF 6= OF )SETNA Set byte if not above (CF = 1)SETNAE Set byte if not above or equal (CF = 1)SETNB Set byte if not below (CF = 0)SETNBE Set byte if not below or equal (CF = 0 � ZF = 0)SETNC Set byte if not arry (CF = 0)SETNE Set byte if not equal (ZF = 0)SETNG Set byte if not greater (ZF = 1 + SF 6= OF )SETNGE Set byte if not greater or equal (SF 6= OF )SETNL Set byte if not less (SF = OF )SETNLE Set byte if not less or equal (ZF = 0 � SF = OF )SETNO Set byte if not overow (OF = 0)SETNP Set byte if not parity (PF = 0)SETNS Set byte if not sign (SF = 0)SETNZ Set byte if not zero (ZF = 0)SETO Set byte if overow (OF = 1)SETP Set byte if parity (PF = 1)SETPE Set byte if parity even (PF = 1)SETPO Set byte if parity odd (PF = 0)SETS Set byte if sign (SF = 1)SETZ Set byte if zero (ZF = 1)Flow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSET regSET memPseudo:AT&TSET dstDesriptionThese instrutions store 1 in the byte dst if the ondition is met,otherwise a 0 is stored.



170 APPENDIX B. INSTRUCTION SETFlags: OF SF ZF AF PFT T T TCF TF IF DF NTT

SGDT Store Global Desriptor Table RegisterSIDT Store Interrupt Desriptor Table RegisterFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TSGDT memSIDT memPseudo:AT&TSGDT dstSIDT dstDesriptionThese instrutions opy the appropriate desriptor table register tothe memory loation dst .Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 171SHLD Double Preision Shift LeftFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSHLD imm, reg, regSHLD imm, reg, memSHLD %l, reg, regSHLD %l, reg, memPseudo:AT&TSHLD nt, sr1, dstDesriptionThis instrution shifts left the onatenated registers dst:sr1 by nt .Flags: OF SF ZF AF PFU M M U MCF TF IF DF NTM
SHRD Double Preision Shift RightFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSHRD imm, reg, regSHRD imm, reg, memSHRD %l, reg, regSHRD %l, reg, memPseudo:AT&TSHRD nt, sr1, dstDesriptionThis instrution shifts right the onatenated registers dst:sr1 bynt .Flags: OF SF ZF AF PFU M M U MCF TF IF DF NTM



172 APPENDIX B. INSTRUCTION SETSLDT Store Loal Desriptor TableFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TSLDT memSLDT reg16Pseudo:AT&TSLDT dstDesriptionThis instrution stores the loal desriptor table register at dst .Flags: OF SF ZF AF PFCF TF IF DF NT
SMSW Store Mahine Status WordFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TSMSW memSMSW reg16Pseudo:AT&TSMSW dstDesriptionThis instrution stores the low 16 bits of CR0 at dst . This instrutionis provided for ompatibility with the 286.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 173STC Set Carry FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TSTCPseudo:AT&TSTCDesriptionThis instrution sets CF to 1.Flags: OF SF ZF AF PFCF TF IF DF NT1
STD Set Diretion FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TSTDPseudo:AT&TSTDDesriptionThis instrution sets DF to 1.Flags: OF SF ZF AF PFCF TF IF DF NT1



174 APPENDIX B. INSTRUCTION SETSTI Set Interrupt FlagFlow Int Float Multi IO OpSys 386 387 486� �Formats:AT&TSTIPseudo:AT&TSTIDesriptionIf the urrent privelege is equal to or more priveleged than IOPLthen this instrution sets IF to 1.Flags: OF SF ZF AF PFCF TF IF DF NT1



B.2. INSTRUCTIONS 175STOS Store String DataSTOSB Store String DataSTOSW Store String DataSTOSD Store String DataFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSTOS memSTOSBSTOSWSTOSDPseudo:AT&TSTOS dstSTOSBSTOSWSTOSDDesriptionThese instrutions transfers the byte, word or doubleword from theaumulator to %es:%edi .In the one operand form the size of the transfer is determined by thesize of sr1 . The no operand form impliitly determines the size ofthe operation.After the transfer is ompleted and if DF is 0 then %edi is inre-mented. Otherwise %edi is deremented.This instrution is typially used with a repeat pre�x.Flags: OF SF ZF AF PFCF TF IF DF NTT



176 APPENDIX B. INSTRUCTION SETSTR Store Task RegisterFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TSTR memSTR reg16Pseudo:AT&TSTR dstDesriptionThis instrution stores the task register at sr1 .Flags: OF SF ZF AF PFCF TF IF DF NT
SUB Integer SubtrationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TSUB imm, memSUB reg, memSUB imm, regSUB mem, regSUB reg, regPseudo:AT&TSUB sr1, dstDesriptionThis instrution subtrats sr1 from dst . Immediate operands aresign extended before the operation is performed.Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



B.2. INSTRUCTIONS 177TEST Logial CompareFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TTEST imm, memTEST reg, memTEST imm, regTEST mem, regTEST reg, regPseudo:AT&TTEST sr1, sr2DesriptionThis instrution performs the funtion sr2 AND sr1 setting theags in aordane with the result. The result of the Logial ANDoperation is NOT stored.Flags: OF SF ZF AF PF0 M M U MCF TF IF DF NT0



178 APPENDIX B. INSTRUCTION SETVERR Verify a Segment for ReadingVERW Verify a Segment for WritingFlow Int Float Multi IO OpSys� 386 387 486� �Formats:AT&TVERR regVERR memVERW regVERW memPseudo:AT&TVERR sr1VERW sr1DesriptionThese instrutions test whether a segment is aessible for a giventype of operation: reading (VERR) or writing (VERW). sr1 is thedesriptor of the segment to be tested. If the segment is aessiblethen the ZF ag is set otherwise ZF is leared.Flags: OF SF ZF AF PFMCF TF IF DF NT
WAIT WaitFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TWAITPseudo:AT&TWAITDesriptionThis instrution heks for pending unmasked oating point exep-tions before proeeding.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 179WBINVDWrite-Bak Invalidate CaheFlow Int Float Multi IO OpSys� 386 387 486�Formats:AT&TWBINVDPseudo:AT&TWBINVDDesriptionThis instrution ushes the internal ahe and issues a speial busyle whih indiates that external ahes should write bak theirontents to memory. A seond speial bus yle is issued whihindiates that external ahes should be ushed.Flags: OF SF ZF AF PFCF TF IF DF NT
XADD Exhange and AddFlow Int Float Multi IO� OpSys 386 387 486�Formats:AT&TXADD reg, regXADD reg, memPseudo:AT&TXADD sr1, dstDesriptionThis instrution loads sr1 from dst and stores the sum of the originalvalues into dst .Flags: OF SF ZF AF PFM M M M MCF TF IF DF NTM



180 APPENDIX B. INSTRUCTION SETXCHG Exhange Register/Memory with RegisterFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TXCHG reg, regXCHG reg, memXCHG mem, regPseudo:AT&TXCHG sr1, dstDesriptionThis instrution swaps sr1 and dst . If either sr1 or dst is a memoryloation then the LOCK# bus signal is asserted.Flags: OF SF ZF AF PFCF TF IF DF NT
XLAT Table Lookup TranslationXLATB Table Lookup TranslationFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TXLAT memXLATBPseudo:AT&TXLAT sr1XLATBDesriptionThese instrutions are used to aess information ontained in a tableloated at %ebx . %al is set to the value of the byte loated at%ebx+%al . The default segment for the table is %ds.Flags: OF SF ZF AF PFCF TF IF DF NT



B.2. INSTRUCTIONS 181XOR Logial Exlusive ORFlow Int Float Multi IO� OpSys 386 387 486� �Formats:AT&TXOR imm, memXOR reg, memXOR imm, regXOR mem, regXOR reg, regPseudo:AT&TXOR sr1, dstDesriptionThis instrution performs a logial XOR on eah bit of two integers- sr1 and dst - leaving the result in dst . CF and OF are leared andPF, SF, and ZF are set aording to the result.Flags: OF SF ZF AF PF0 M M U MCF TF IF DF NT0



182 APPENDIX B. INSTRUCTION SET
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